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CPS are heterogeneous 
Example: CICAS-SSA*
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Prototypical “heterogeneous” CPS
• Sensing
• Communication
• Computation
• Physical dynamics

Roadside Unit

Dynamic sign 
next to stop sign

*Cooperative Intersection Collision Avoidance System for Stop-Sign Assist



Heterogeneity in Models & Analysis Tools

Challenges:
• No “universal” modeling formalism that can capture everything. 
• Each model represents some design aspect well, but not the others.
• Models make (interdependent) simplifying assumptions. 
• Different tools leverage different properties, work only with their formalism.

How do we ensure correctness of the system without a unifying formalism? 3

Simulink

OMNET++, ns2

PHAVer, SpaceEx, STRONG,
KeYmaera, CheckMate, …

LTSA, SPIN

MapleSim, Modelica

Stateflow,
UppAal, …

CICAS-SSA



Architectural Modeling of CICAS

CICAS: Actual System

CICAS: Architectural modeling depicting interacting run-
time components and connectors
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– Visual representation 
with unambiguous (but 
very basic) semantics

(no behavior info.)



“Heterogeneous models as annotations”
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Architectural model

Model stubs as 
property 
annotations

e.g., LHA model

e.g., FSP model

e.g., PHAVer

e.g., LTSA

Plugins parse the 
relevant information

Enables verification by exporting to an external tool.

MPM ‘09



“Heterogeneous models as arch. views”
Example: STARMAC quadrotor

Models as architectural views Structural consistency using graph morphisms
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ERTS2 ‘10 ICCPS ‘11

Ensures consistent functional deployment in model subcomponents



Heterogeneous abstraction/implication

S1 stronger than S0

(via R1)

M1 abstracts M0

(via R1)
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HSCC ‘12 Enables heterogeneous verification

If

then 
M1 satisfies S1 in B1

implies 
M0 satisfies S0 in B0



Heterogeneous verification of CICAS 
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where B0: 5-d hybrid traces



Heterogeneous verification of CICAS
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Stronger than S0

 Together overapproximate M0

No merge right case

No cross straight case

Disjunctive (OR) analysis of M0 S0

Conjunctive (AND) analysis of M0 S0 of continued on next slide

Stronger than S0



Heterogeneous verification of CICAS
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φ1: POV close

φ2: SV driving

Together imply S1

Conjunctive (AND) analysis of M0 S0



Semantic assumptions as parameter constraints
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CDC ‘11

Dependencies that cut across modeling formalisms
can be captured as parameter constraints

Parametric Verification in Architectural Views

Ensures semantic (parameter) consistency
using external SMT solvers or provers



Parametric verification of CICAS
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HSCC ‘12


