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Outline
= What’s unique about cyber-physical systems (CPS)
= A CPS feature classification
= Challenges
= Opportunities
3
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Tomorrow’s systems are envisioned to be smart

energy
mobility
health
manufacturing

cities

Q: How do we define, design,
and develop the smarts?
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Networked embedded systems
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Cyber-physical systems




Cyber-physical systems

Shared feature functionality
Feature interaction

Post deployment integration
Emerging behavior

4\ MathWorks

A feature characterization for smart systems
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How do we characterize and develop ‘smartness’?
= Smart energy
= Smart mobility
= Smart health
= Smart manufacturing
= Smart cities
9
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NIST CPS Framework — Facets

m Conceptualization Realization Assurance
Functional
: Use Case, Design / Produce ~ Argumentation
Business ’ g
Requirements, ...  /Test / Operate Claims,
Human Evidence
Trustworthiness L.
— Activities
Timing
Boundaries Artifacts
.
Composition
N Model of a CPS CPS CPS Assurance

https://pages.nist.gov/cpspwg/

Realization
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How do we characterize and develop smarts?

. energy
; mobility

it Q: How do we define, design,
' ea and develop smarts?
. manufacturing
. cities

1
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The Observe-Orient-Decide-Act (OODA) loop
Observe Orient Decide Act
Implicit Implicit
Unfolding Guidance Cultural Guidance
Circumstances & Control “radmon & Control
\ l_ /7 hY
enetic
ObservationglFesd»| deritage Feed Decision Action
/ Forkand d Hypothesis (Test)
I
QOutside / \ Unfolding
Information Interaction
, With
Unloldlpg Feedback Environment
With
Envit Feedback
L
https://en.wikipedia.org/wiki/John _Boyd (military_strategist)#The OODA Loop 12
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OODA loop and the stages of cognition
Perception Interpretation Cognition
=|| Decide |
VY
Observe I > Act
13
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OODA loop and Marvin Minsky’s Levels of Mental Activities

Values, Censors, Ideals and Taboos
N\ /
Self-Conscious Eméions
Self-Reflective Thinking
Reflective Thinking
Deliberative Thinking
Learned Reactions

Instinctive Reactions

7 1T NN

Innate Instinctive Urges and Drives

Redrawn from https://web.media.mit.edu/~minsky/eb5.html
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A feature classification

Instinctive Reactions _ Deliberative Thinking

v
’ Observe H Act ‘ ’ Observe ‘ ’ Act ‘ ’ Observe ‘ ’ Act ‘
Perceive Interpret Reason
L Automatic | Adaptive
15
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A feature classification

Ensemble Distributed Collaborative

Metcalfe’s Law

Individual Adaptive

Perceive Reason

Interpret
Moore’s Law
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i N Twitter taught Microsoft's [l
: Al chatbot to be a racist -
e Adaptlve a holeinlessthan a day
Conceptualize
» How to limit learning to safe behavior?
Realize
» What sensory system has sufficient richness?
— How to prevent over interpretation?
* Robustness against interpretation edge case?
» Correctly fuse sensor data that is misaligned in L
time and space? hitps://www.theverge.com/2016/3/24/11297050/tay-microsoft-chatbot-racist
Assure “Unfortunately, in the first 24 hours of
* How to test a self-changing artifact? coming online, a coordinated attack by a
— If regimes are not pre enumerated? subset of people exploited a vulnerability in
» Ensure successful and correct online calibration? Tay. Although we had prepared for many
types of abuses of the system, we had
made a critical oversight for this specific
attack.”
http://blogs.microsoft.com/blog/2016/03/25/learning-tays-introduction
4\ MathWorks-
ﬁf’ E%
Adaptive
Conceptualize
* How to limit learning to safe behavior?
Realize
» What sensory system has sufficient richness?
— How to prevent over interpretation?
* Robustness against interpretation edge case?
» Correctly fuse sensor data that is misaligned in
time and space?
Credit: Andre Penner/AP
Assure

* How to test a self-changing artifact?
— If regimes are not pre enumerated?
» Ensure successful and correct online calibration?

“Father of the Internet: ‘Al stands for
Artificial Idiot’ ”

https://cacm.acm.org/news/217198-father-of-the-internet-ai-stands-for-
artificial-idiot/fulltext

18
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— Which data to corroborate information?

Realize
» Safely operate in the face of communication
challenges
— Degradation, loss
— Corruption

» Timeliness and responsiveness guarantees?
— Service discovery time out, DoS

Assure
» |s closed loop verification possible?
» How do you obtain failure probabilities?

f'@c %,
& %
Autonomous
Conceptualize
* Models of environment with sufficient predictive
quality?
» Safe but nontrivial interaction with humans?
— What are safe level of aggressiveness?
i
Realize MONITORS DRIVING ENVIRONMENT
» Robust operation in an exceedingly complex
environment?
» Fail safely with loss of minimum information?
° KnOW a planned aCtIon IS Safe’) No Automation Driver Partial Conditional
* Assess risk online? Assistance
Assure SAE “levels of autonomy”
* Turing test for cars? Lo e soon saE 000
» Ensure the reasoning is always safe? Www.sae.org/autodrive
» Degraded safety (there is no perfect safety)?
https://www.sae.org/misc/pdfs/automated_driving.pdf )
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Connected 2
MNational World | Lifestyle Travel Entertainment Technology | Finance  Sport  Video Q
Conceptualize ) N T R
* How to interpret data safely eadets

Woman follows GPS into lake

RIGHT NOW IN TECHNOLOGY

the woman was following a route on her
car’'s GPS while driving in the dark on a
foggy night in Ontario when it directed her
to drive onto a boat launch, and she ended
up in a lake.

http://www.news.com.au/technology/gadgets/woman-follows-gps-

into-lake/news-story/a7d362dfc4634fd094651afc63f853a1 2
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Realzaton

Connected

Conceptualize
* How to interpret data safely
— Which data to corroborate information?

Realize
» Safely operate in the face of communication
challenges
— Degradation, loss
— Corruption

» Timeliness and responsiveness guarantees?
— Service discovery time out, DoS

Assure
 Is closed loop verification possible?
» How do you obtain failure probabilities?

s K EurekAlert! | mas
ef The Global Source for Science News
Con nected HOME  NEWS  MULTIMEDIA  MEETINGS  PORTALS  ABOUT
PUBLIC RELEASE: 23-AUG-2016
Conceptualize Tech issues cause most drone accidents:
 How to interpret data safely Research S
— Which data to corroborate information? AT UNIVERSTY - )
JR—
Real ize World-first research has found technical problems rather than operator errors are behind the
O Safely Operate in the face Of Communication majority of drone accidents, leading to a call for further safeguards for the industry.
Researchers Dr Graham Wild and Dr Glenn Baxter from RMIT University's School of
challen ges Engineering, along with john Murray from Edith Cowan University, completed the first
_ Deg radatlon, IOSS E:ﬂrr:[nj;z;;;w:ri'(:;r\s;:[(irrﬂespg;:)(lw\ incidents around the world involving drones, or
— Corruption The study showed tecriclproblems were the cause o 64 ercent of the ncidents,whic
» Timeliness and responsiveness guarantees? occuredbetmeen 2006 02016
— Service discovery time out, DoS . . .
Recently published in the journal
Assure Aerospace, the study found that in most
e |s closed |00p verification possib|e? cases, brokenlcommun|cat|0ns links ]
+ How do you obtain failure probabilities? between the pilot and the Remotely Piloted
Aircraft Systems (RPAS) were the cause of
the incident,
https://www.eurekalert.org/pub_rel /2016-08/ru-
tic082216.php 21
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Technology
Review

The Download

New Cyberattack Could Take Out Solar Arrays

Renewable energy may have a cybersecurity problem. At the recent BlackHat security
conference, researchers found that it was possible to hack into the software that controls
many wind farms, and potentially take the turbines hostage. Now it looks like... Read more

‘SOURCE:BEC IMAGE GREDIT:JAMES MORAN | FLICKR

¥ amontago

“... demonstrated that it's possible to
remotely take control of the inverters.”

“... a malicious hacker that gained access
to a solar array in this way could alter the
flow of electricity in such a way as to cause
an outage.”

https://www.technologyreview.com/the-download/608588/new-cyberattack- 22
could-take-out-solar-arravs/
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Conceptualize

» How to interpret data safely
— Which data to corroborate information?

Realize
» Safely operate in the face of communication
challenges
— Degradation, loss
— Corruption

» Timeliness and responsiveness guarantees?
— Service discovery time out, DoS

Assure
» Is closed loop verification possible?
» How do you obtain failure probabilities?
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HACKERS REMOTELY KILL A JEEP ON THE
HIGHWAY=WITINME INTT

“Uconnect’s cellular connection also lets
anyone who knows the car’s IP address
gain access from anywhere in the country.”

“From that entry point, the attack pivots to
an adjacent chip [..] rewriting the firmware
[..] capable of sending commands through
the CAN bus, to its physical components
like the engine and wheels.”

https://www.wired.com/2015/07/hackers-remotely-kill-jeep-

highway/
2

Connected

Conceptualize

* How to interpret data safely
— Which data to corroborate information?

Realize
» Safely operate in the face of communication
challenges
— Degradation, loss
— Corruption

» Timeliness and responsiveness guarantees?
— Service discovery time out, DoS

Assure
 Is closed loop verification possible?
» How do you obtain failure probabilities?
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= |plY U.S. FOOD & DRUG

ADMINISTRATION

< back to Medical Device Safety.

Firmware Update to Address
Cybersecurity Vulnerabilities Identified
in Abbott's (formerly St. Jude Medical's)
Implantable Cardiac Pacemakers: FDA
Safety Communication

f sHare + = emaL

Date Issued
August 29, 2017

“these vulnerabilities, if exploited, could
allow an unauthorized user (i.e. someone
other than the patient's physician) to
access a patient's device using
commercially available equipment.

https://www .fda.gov/MedicalDevices/Safety/AlertsandNotices/ucm573669.htm
24
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Realzaton

Collaborative

Conceptualize

» Cross-organization failure effect analysis?

* How to identify and prevent race conditions?

* Robust conflict resolution across an ensemble?
» How to trade off system vs. ensemble safety?

Realize

» Safety of ad hoc rules in collaboration?

» How to perform online safety analysis?

* How much risk to assign to a collaboration?
» How to gracefully enter/exit a collaboration?
» How to ensure ample resources to be safe?
» Can you assign probability to reliance?

Assure

» How do you test? Measure coverage?

»  Work outside nominal regions (online derating)?
» Assumptions about collaborating systems?

§f %, oo@ s spons| weaewomup service | azmoe | suvor [ 3
y S BRE NEWS woes comon % A
H You are in: Europe
News Front Pac Tuesday, 2 July, 2002, 14:07 GMT 15:07 UK WATCH/LISTEN  rent veoia
Collaborative S5 crotn pianes et o
c tuali y¥ ", disaster e ey
onceptualize undervay”
P R . g
» Cross-organization failure effect analysis” exremey re-
. . en Middle East [RECEDCs Caine YA
» How to identify and prevent race conditions? South Asia orpa samecing R
. . N | Anton Mark, Zurich Arr Traffic
* Robust conflict resolution across an ensemble? Entertment e Russion plot reaced
Sdence, very late"
* How to trade off system vs. ensemble safety? Technology |\ . =
Realize e it Kok oot oy e e o ey
. . Country Profies ,th diving to avoid each other, it has emerged .
« Safety of ad hoc rules in collaboration? i peptn ’ T Keystores:
* How to perform online safety analysis?
» How much risk to assign to a collaboration? Swi ional air traffic chief Anton M
» How to gracefully enter/exit a collaboration? Wcljsz r?hglqna ?tlr ra 'Z,C, 1e g n on_d aag
« How to ensure ample resources to be safe? sal N o o alrtcr:a ;:verg tlvmg r? at\rlmm a
» Can you assign probability to reliance? crash when they flew into each other.
Assure And he added that the Russian pilot had
* How do you test? Measure coverage? started a steep dive only after controllers
» Work outside nominal regions (online derating)? had repeatedly instructed him to do so.
» Assumptions about collaborating systems? )
http://news.bbc.co.uk/2/hi/europe/2082700.stm
25
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Google’s Driverless Cars Run Into Problem: Cars With Drivers
o U=

The way humans often deal with these
situations is that “they make eye contact.
On the fly, they make agreements about
who has the right of way,” said John Lee, a
professor of industrial and systems
engineering and expert in driver safety and
automation at the University of Wisconsin.

http://www.nytimes.com/2015/09/02/technology/personaltech/goo
gle-says-its-not-the-driverless-cars-fault-its-other-drivers.html

2
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Challenges
> and challenges
- : Multi-domain, multi-technology, multi-disciplinary nature
= Socio-technical challenges
- : safety, security, privacy, dependability
- and development
— Understanding with CPS
. and challenges
— 21stcentury CPS education and workforce training
27
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Research Questions

Carnegie Mellon University

Research Showcase @ CMU

Dissertations Theses and Dissertations

5-2013
Multi-Model Heterogeneous Verification of Cyber-
Physical Systems

Akshay H. Rajhans
Carnegie Mellon University

28
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Design of heterogeneous systems
= Executable models
— Quick feedback on design options ;
— Automate design tasks Information
— Automate synthesis tasks
= Computational semantics iElectronics
Q Network
[2 Physics
29
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Design of heterogeneous systems

= Executable models
— Quick feedback on design options
— Automate design tasks
— Automate synthesis tasks

= Computational semantics

= Execution engine
— Combines many formalisms

|nf0|'mati°n

Electronics

auibua uonnosaxgy

Network

Physics

30
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Heterogeneity in computational solutions
Modeling domains Disciplines
ODE Physical environment
Simulink
Discrete time ’\ Electrical hardware
Simulink
ﬂ Digital hardware
Discrete event }/
SimEvent:
imEvents \‘ Embedded software
Transition system
Stateflow Analog/RF hardware
DAE
Simscape Mechanical hardware
Control flow
MATLAB
31
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Code Generation: Multi-Language Support

'S I[ Gol )
@ =
> Unified code D
generation
Stateflow
MATLAB to CUDA compiler: beta program
www.mathworks.com/matlab-cuda-beta
J

32
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Challenges

= Scientific and technological challenges
— Heterogeneity: Multi-domain, multi-scale, multi-disciplinary nature

» Socio-technical challenges
— Trustworthiness: safety, security, privacy, dependability
— Standardization and policy development
— Understanding human interaction with CPS

= Education and workforce training challenges
— 21stcentury CPS education and workforce training

4\ MathWorks:

33

Smart Emergency Response Saves Lives

L 1) Mission Command
and Control Center

mmm  Massachusetts NORTH = o i
- i s *M e sTare UNIveRsiTY [ L ETRELEE

BOEFING

Figure 3. Concise SERS vision slide.

http://smartamerica.org/teams/smart-emergency-response-system-sers/

WASHINGTON

NATIONAL
UNIVERSITY of INSTRUMENTS
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STEERING COMMITTEE FOR FOUNDATIONS
FOR INNOVATION IN CYBER-PHYSICAL

COMPUTATION
for HUMANITY

Information Technology
to Advance Society

Foundations for
Innoyation in
Cyber-Physical Systems

WORKSHOP REPORT;

January 2013

Prepared by.
ENERGETICS INGORPORATED Edited by

Columbia, Maryland|21046 i ¥ ¢ \ e JUSTYNA ZANDER -~ 4 ‘
F&¥ the, RN PIETER J. MOSTERMAN 2
NATIONAL INSTITUTE OF STANDARDS AND TECHNGLOGY X 1

\@YTNE CRC Press
\ Toork b G
National Institute of

Standards and Technology

http://msdl.cs.mcgill.ca/people/mosterman/

35
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Challenges

= Scientific and technological challenges
— Heterogeneity: Multi-domain, multi-scale, multi-disciplinary nature

= Socio-technical challenges
— Trustworthiness: safety, security, privacy, dependability
— Standardization and policy development
— Understanding human interaction with CPS

» Education and workforce training challenges
— Next-generation CPS education and workforce training

36
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Contribution to education as an industry researcher

s Foundations of Cyber-Physical Syst
CarnegieMellon  &Saiesdisanion.

Autonomous Vehicle Concentration

Summer School on Connected
Autonomous Vehicles

PhD thesis committee

37
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‘MathWorkS' Products Solutions Academia Support Community Events

Accdem a Search MathWorks.com u

Student Home =~ MATLAB Student v  Tutorials  Examples ~ Student Competitions v  Books =~ Hardware Support

CAT Vehicle Challenge

The CAT Vehicle CPS Challenge 2017 brings together 30 teams, comprised of over
80 students, to use Model-Based Design to develop a software component for
controlling a real self-driving car—-the University of Arizona's CAT Vehicle. The teams
will create ROS software components prototyped using Simulink using real-world
data from the CAT Vehicle to compete for tasks such as obstacle identification using
fewest sensors possible, velocity computation for trajectory following, and generation
of 3D simulation virtual world files in Gazebo from simulation trajectories and actual
driving data. Top-performing teams will have an opportunity to see their validated
software running on the CAT Vehicle in Tucson, AZ, over a period of 2-3 days

Getting Started
Jonathan Sprinkle

Litton Industries John M. Leonis Distinguished Associate See all the videos of the CAT Vehicle Simulator in action
Professor

Office: ECE 456N

» )

Phone: 520.626.0737 Vi Ayl YErEs Complimentary Software

Email: sprinkle@ece.arizona.edu

Research/Lab Website » Taking a Hard Left Turn MathWorks provides complimentary software for this

competition. If your team is participating in this competition

»  Following a Circular Path and would like to request software contact us.

COLLEGE OF ENGINEERING

Electrical & Computer » Generating Code from a ROS Simulink Model Request Software

Engineering
CAT Vehicle Challenge official website (on the CPS-Virtual Organization)

A

https://www.mathworks.com/academia/student-competitions/catvehiclechallenge.html

19
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The Towers of Hanoi as a Cyber-Physical System
Education Case Study

Pieter J. Mosterman Justyna Zander Zhi Han
Design Automation Research Education Marketing Design Automation Research
and Development MathWorks and Development
MathWorks Natick, Massachusetts 01760-2098 MathWorks
Natick, Massachusetts 01760-2098 justyna.zander @mathworks.com Natick, Massachusetts 01760-2098
pieter.mosterman @mathworks.com zhi.han@mathworks.com

Fig. 3. The Synthesized Towers of Hanoi Scene

Fig. 2. Simulink® Model of the Distributed Towers of Hanoi

https://www.mathworks.com/content/dam/mathworks/mathworks-dot-com/discovery/supporting-docs/towers-of-hanoi-as-cyber-physical-system.pdf ~ 39
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Opportunities
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Small changes can already make a big impact!

Self-driving cars experiment demonstrates dramatic impro... @

Experiments show that a few self-driving
cars can dramatically improve traffic flow

Interval Velocity st. dev. Fuel consumption Braking Throughput

1838 166 1809

a 246 858 1827

utonomy 6.50m/s « 180 345 1780

Autonomy 7.00m/s 150 021 1915

Autonomy 7.50m/s X 012 2085
Autonomy 8.00m/s

‘ORG

"Before we carried out these experiments, | did not know how straightforward
it could be to positively affect the flow of traffic," Sprinkle said. "l assumed we
would need sophisticated control techniques, but what we showed was that

controllers which are staples of undergraduate control theory will do the trick." » o 056/121

https://phys.org/news/2017-05-self-driving-cars-traffic.html https://www.youtube.com/watch?v=2mBjYZTeaTc
Y4
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Opportunity for a transformative impact at a societal-scale!
42
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Accelerating the pace of engineering and science
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