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About me

« ‘CPS’ Practitioner before it was called CPS
— Embedded controls for diesel engine applications
— Programmable logic controller for industrial automation :

= CPS Research at the intersection of Carnegie Mellon
— Model-based design and analysis PGI’]I]
— Formal methods
— Software and system architecture

- CPS Research Scientist at MathWorks 4\ MathWorks:
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Perspective shaped by my personal career trajectory

Academic Tool Industry
Researcher Developer Practitioner

N\

Interests span this tradeoff
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Introduction

Theoretical aspects of multi-paradigm model-based design for CPS
— Architecture modeling and structural analysis
— Semantic analysis and heterogeneous verification
— Compositional analysis

Practical aspects of a multi-domain simulation platform
— Graphical modeling of hybrid dynamics using Simulink and Stateflow

Recap and conclusions



‘\ MathWorks:

Cyber-physical systems have societal scale applications
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Traffic accidents are bad

Fatalities Pedestrian Fatalities
per Day per Day
2017 102 2017 16
2016 103 2016 17
2015 97 2015 15
Source: FARS Source: FARS
People Injured Pedestrians Injured
per Day per Day
2017 7,523 2017 195
2016 8,363 2016 238
2015 6,693 2015 192
Source: GES/CRSS* Source: GES/CRSS*

Fatal Crashes, 1975-2015

Number of Fatal Crashes
50,000

| Leading Cause of Death

Motor vehicle crashes were the leading cause of death for age 10, 11 and

17 through 22 in 2016.

Source: Centers for Disease Control and Preventicn, (2016) Leading Cause of Death, WISQARS

Economic and Comprehensive Costs to Society by Type of Crash

2010 Costs {in Billions)

Crash Type Economic Cost Comprehensive Cost*

All $242 $836
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Motor Vehicle Fatality and Injury Rates per 160 Million Vehicle Miles Traveled, 1966-2015
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Quick Facts 2017, NHTSA, https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812747

Traffic Safety Facts 2015, NHTSA, https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812384
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Fatality Rates per 100 Million Vehicle Miles Traveled, by Year and Land Use, 2008-2017

Fatality Rate Per 100 Million VMT
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According to the 2017 American Community
Survey from the Census Bureau, an estimated
19 percent of the U.S. population lived in
rural areas, and according to FHWA only
30 percent of the total vehicle miles traveled
(VMT) in 2017 were in rural areas. However,

rural areas accounted for 46 percent of all
traffic fatalities in 2017.

Percent of Vehicle Occupants Killed, by Speed Limit and Land Use
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Land Use: ’?
B Rural I Urban "
30 mph or Less 35 or 40 mph 45 or 50 mph 55 mph B0 mph or Higher
Speed Limit

Rural/Urban Comparison of Traffic Fatalities, NHTSA https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812741
Traffic Safety Facts 2015, NHTSA, https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812384
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Intersection collision avoidance system

Prototypical “heterogeneous” CPS
* Sensing

* Communication

* Computation

e Physics and actuation

n lanes <|:

Can we use technology

(connectivity or autonomy)?
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Models are useful in both design and operation

Online reconfiguration Operation

Challenges in the Operation and Design of Intelligent Cyber-Physical Systems, S. Castro, P.J. Mosterman, A.H. Rajhans,
and R.G. Valenti, book chapter, Complexity Challenges in Cyber Physical Systems: Using Modeling and Simulation
(M&S) to Support Intelligence, Adaptation and Autonomy, S. Mittal and A. Tolk, eds., Wiley, 2019. 9
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From software architecture to CPS architecture
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[RCS*09] A. Rajhans et al., “An Architectural Approach to the Design and Analysis of Cyber-Physical Systems,” Third
International Workshop on Multi-Paradigm Modeling (MPM), 2009 14


https://www.cs.cmu.edu/~acme/AcmeStudio/

4\ MathWorks

From software architecture to CPS architecture

Norg. acmestudo. scme. | amdy . (pssmgielFunaceE campleSys. aome
) ' I 2 '

T ampampry!

} : $ . L - C 5 Paette
[ Select
g Connect
Fomimimn ]| come
B . | LHAMIarF am
] “ D irasomaton? :
SV_drivetrain
ﬁ @ Ccirae vareaen
SV 4 (> CyberFam
k L Physcal om
\_» ContextF am
D o> CyborPhysic.., <
D rransaducest
-~
sv.m — e T
L PSPV e
R 22 eI
Overview Acme Source F'M"'Mgf‘
T Propesties 0 | Tasks | [0 Problems &Y Synchroree ) Mstory
B ALOMSRON Name: roem
Froperties Syncheonizing Labels: | haatOn heatOff powerOff eerce
Sate Varusties. t
Rncture
Irout Vansbles:
Types
Represertations Aetomaton body: | loe heoting: whils t_ambs <w t Bt < t_hottest wat frhy | <t Bt < th _h); ~
when True sy haatOff o {t'w=1t) Qoo coolry;
Source when True s powerCff  do (Umet)  goto coolng,
Visuok when True e hoatOn do {'wwt) goto heatng;
whien teet_hottest SYNC Sree G0 {t'==t_hottest} goko stHottest;
FP Andyse loc coolng: whie t_amb <= t &t <m t_hoktest wak {oc h =t &t <= ¢ );
wihen: True wyrx heatOn do ft'w=t) goto heatewg;
LMA Anolysis when True HrcpowerOff  do {Uemt}  goto cooleg;
when True syme hoatOff do {t'me t) Qoto coolng;
wheni b we t_ad YR werce do e t_avb)  Qobo stAabiect;
loc stimbiect: while True wat{True};
when Troe Fyre heatOn do (t'wwt) Qoo heatng ~

N Heterogeneous component models are
annotations on the architecture elements

Analysis Tool X

Acme
Studio

Plugin

X / |
B\ =

>

IMPlICIFAasSUMpPUeNE MO0 EISICOMPOSECORTHE

same structure as the architecture

[RCS*09] A. Rajhans et al., “An Architectural Approach to the Design and Analysis of Cyber-Physical Systems,” Third
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Base architecture and architecture views

STARMAC

Models have their own structure. What gets Quadrotor
abstracted away depends on the paradigm.

Architectures extracted from model structure
are ‘views’ of the base architecture.
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.....
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Hardware View

[BDK*10b] A. Bhave, D. Garlan, B. Krogh, A. Rajhans, and B. Schmerl, “Augmenting Software Architectures with
Physical Components,” Embedded Real Time Software and Systems (ERTS”2), 2010 16



Imulink architecture view
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Simulink architecture view
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Semantic interpretations of models and specifications
1 4
1 \ \ B
S (e wan [M]8 7]
i <N N p E b~
o LN J e lmemwe  Seope // [MHB : “semantic interpretation”
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c Thermestat el n Simink - Time (5) - (A set of all behaviors that
- A behavior b that M exhibits M exhibits in B)
Model M
| B
1) “overshoot is no more than 1.3 units X [[5]]5 B
and settling time is less than 7” 1.3 b
O R— [S]7 : “semantic interpretation”
2)O(x<1.3) Ao _(x € [1x€]) - of SinB
Specification T! _ (A set of all behaviors that
A behavior b that S allows M€ S allows in B)

[RBL*11] A. Rajhans, A. Bhave, S. Loos, B. H. Krogh, A. Platzer, and D. Garlan, “Using Parameters in Architectural
Views to Support Heterogeneous Design and Verification,” 50th IEEE Conference on Decision and Control, 2011 20
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Abstraction, implication, and satisfaction as behavior set inclusions

. . P
- Model M, abstracts M, in B, written My T8 M Bt

i \ T .
B B b b —_
Mol < [

- Specification S, implies S, in B, written S; =5 S, gl

If \_ \' [[SIOB]]B/\}
i<
1 = 0 heterogeneous b

- Model M satisfies specification S in B, written M =8 S
it [M]° C [S§E_ el

B
often [S] -
heterogeneous [M]=

b —_

NA

)
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Simulation of Hybrid Dynamic Systems, P.J. Mosterman, A. Rajhans, A. Mavrommati, R.G. Valenti,
Springer Encyclopedia of Systems and Control, Second Edition, submitted. 21
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MATLAB C code
index
Multi-rate
Microprocessor Microprocessor MATLAB
index C code
. Stateflow
time
.
time
Sensors Actuators
time
.
time

Simulation of Hybrid Dynamic Systems, P.J. Mosterman, A. Rajhans, A. Mavrommati, R.G. Valenti,
Springer Encyclopedia of Systems and Control, Second Edition, submitted. 22



Mappings between semantic domains via behavior relations

« Approach: Create “relations” between behavior domains

Example = P —

Given R; € B, X B,

set-based inverse map
R,* (‘a’)={c.d,...}

B, : 1-d continuous trajectories in X B, ={a, a}*U{a, a}®

[RK12] A. Rajhans and B. H. Krogh, “Heterogeneous Verification of Cyber-Physical Systems Using Behavior Relations,”
15th ACM International Conference on Hybrid Systems: Computation and Control, 2012

4\ MathWorks
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Heterogeneous abstraction, implication, and satisfaction

Heterogeneous Abstraction

Mo TR My, if B, | Bo |

@ [Mo]™ € RIH(IMiD™). [Mo] % Ry ([511%))
R ([Mi]71)} [So] |2

Heterogeneous Specification Implication
51 =R So, if

—1 By Bo @
Ri-([H]™) (&)™ ¢ > Abstract behavior B,

/E\ My ):'Bl 5 €<T—

Heterogeneous Verification :

If Mo CRt My, My =BL Sy and S; =R S,
then My =80 Sp.

1
1
1
. X I
v
LI Fo
1
1

Mo | =Bo| sy <— Detailed behavior B,

(in words) (in pictures)

[RK12] A. Rajhans and B. H. Krogh, “Heterogeneous Verification of Cyber-Physical Systems Using Behavior Relations,”
15th ACM International Conference on Hybrid Systems: Computation and Control, 2012 24
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Compositional heterogeneous abstraction

------------- > Abstract behavior B4

/? My ):BI S, €T

. . ) U E
Heterogeneous Verification @ 3 S i
Mo sy <<— Detailed behavior B,
(pictorially)
Compositional If My = Py|| Qo and M; = P,|| Q4,
Heterogeneous Verification can we analyze Ps and Qs independently?

Objective: Conclude heterogeneous abstraction of
the composition by establishing that of the

W components
“Models as composition of components” P

Analysis: Compositional Abstraction

Rationale: Component’s local semantics defined in a
behavior domain of smaller dimension

[RK13] A. Rajhans and B. H. Krogh, “Compositional Heterogeneous Abstraction,” 16th ACM International Conference on
Hybrid Systems: Computation and Control, 2013 26
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Leveraging compositionality for heterogeneous abstraction

Objective: Conclude heterogeneous abstraction of Abstract composition behavior domain B,

the composition by establishing that of the 5 5
components U; [My)] — [M:]")
=

. . . . Detailed composition behavior domain B
Rationale: Component’s local semantics defined in a a 0

behavior domain of smaller dimension

a?  Abstract component behavior domain BY
= P
Need i [P ([P
. , . . pP
« Behavior abstraction functions 4 : behavior > Detailed component behavior domain By
relations that are also functions
* Mappings between local/global behavior domains S Abstract component behavior domain BlQ

of the same type o 50
* Mappings between local/global abstraction TJ| [Qq) %0 @ ([Q.171)

functions < Detailed component behavior domain B(?

[RK13] A. Rajhans and B. H. Krogh, “Compositional Heterogeneous Abstraction,” 16th ACM International Conference on
Hybrid Systems: Computation and Control, 2013 27



Compositionality conditions

conclude [[MO[[Ml]]Bl)
using [[Pl([[P1 and |IQ0]]B‘? @ ([[Q1]]Bf)

Behavior localization (projections)
‘® BY B, \¥= B!

Abstraction function localization (projections)

‘ P 4
A BB

Commutative diagran
A A

By~ Bo

Centralized Development

Start with 4 localize to get A7, 4%

If localizations of 4 are 47 and
A<, then compositional
heterogeneous abstraction via 4

holds

Decentralized Development

Start with 4%, 4% globalize to get 4

If globalizations of 4%, 4% are
consistent (call it .4 ), then
compositional heterogeneous
abstraction via 4 holds

[RK13] A. Rajhans and B. H. Krogh, “Compositional Heterogeneous Abstraction,” 16th ACM International Conference on

Hybrid Systems: Computation and Control, 2013
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Semantic assumptions as parameter constraints

Physics-based Verification Network Software

Senor (look-up table)
H f\ h /‘ N /
owfast can the How old are the
SV accelerate? .
sensor readings?
\/

How far off are sensor
readings?

What's the computation
time?

.

/

R

Bl Dependencies that cut across formalisms

captured as parameter constraints

—~

R

Ensures semantic (parameter) consistency

using external SMT solvers or provers

Problem

* Semantic interdependencies
across formalisms

* (Consistency

Challenge

* Formal representation that is
universal to all modeling
formalisms

Approach

* interdependencies as an auxiliary
constraint on parameters

* Find effective constraint on given
model/spec. parameters
(existential quantification)

* Use SMT solvers or theorem
provers to prove consistency

[RBL*11] A. Rajhans, A. Bhave, S. Loos, B. H. Krogh, A. Platzer, and D. Garlan, “Using Parameters in Architectural
Views to Support Heterogeneous Design and Verification,” 50th IEEE Conference on Decision and Control, 2011
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Completing the picture: Semantic and structural hierarchies
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[RBR*14] A. Rajhans et al., “Supporting Heterogeneity in Cyber-Physical System Architectures”, IEEE Transactions on

Automatic Control’s Special Issue on Control of Cyber-Physical Systems, Vol. 59, Issue 12, pages 3178-3193
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= Theoretical aspects of multi-paradigm model-based design for CPS
— Architecture modeling and structural analysis
— Semantic analysis and heterogeneous verification
— Compositional analysis

» Practical aspects of a multi-domain simulation platform
— Graphical modeling of hybrid dynamics using Simulink and Stateflow

- Recap and conclusions
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Modeling hybrid (discrete + continuous) dynamics
graphically using Simulink and Stateflow

value [ ./o.\.

| | | | | | Ly t|me

4\ MathWorks
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Hybrid dynamics arise in CPS models guite often

W —Wg
Example: clutch
~ W, =,
Slipping \ and Locked \
Lo, =T, -bo,-T, T ET%F= 7Ty L)e=1,—(b,+b)o
Lo, =T,-wb [J |E ®, =0, =0
T, =sen(m, —w )T, | | . r,=T
cl g l: ¢ 1} Smak o I
\ | ‘tf }l_ﬂ’?:lﬂ: \t‘ /
We ‘= W,
Wy = W,

= Need to model and orchestrate
1. Continuous dynamics

value [ ./9\. 2. Discrete modes

3. Mode switching
=  Guard conditions

https://www.mathworks.com/help/simulink/slref/building-a-clutch-lock-up-model.html

4\ MathWorks
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Modeling hybrid dynamics [Option 1]: Entirely in Stateflow

4\ MathWorks

< 4 sfbounce * BouncingBall X Symbols ¥ x
® |[Pa)sf_bounce » T BouncingBall |@j|§,|\éi Qe |§||@Ei [ fiter |
Q . TYPE NAME VALUE PORT
B] Continuous-time @ p_out 1
s { Stateflow chart
O p=10;
o v=15; 2
“ h
O )
® (Falling ) e
du: ‘ position
¢ % derivatives Q\ LRSS S sel D e
S— t v
p_dot =v; Ip i t
O V_dOt =-9871; e velocity
- : ;/ =-0.8."v; s out oo
® \Fl, g:::lt:: \FI)'; ] BouncingBall
@ %
E @ N W,
Ready 158% ode15s
st bounce

35



4\ MathWorks

Can get cumbersome for complex ODE dynamics

)

_(main_dynamc(1
| during

p_dot = ¢1 '(?‘theta bar*(c20%pp+c21%p+c22)-c12*(c2 +c3"Wip+cd *"wp p +cS*"W'w'p)),
[ dot = ACIStCIBC25 (112 5NcZ+c3*w'pe+cd*w'pe" pem‘?‘pe‘w'w)
c17%25%c25* ((1/12.5)"(c2 +c3'w*pe +c4*w'pe’pe+

cS*pe*w*'wW))* (1112 5)"(c2+c3 "W pe+c4*w'pe pe#cb‘pe'vfw))+c18'(c12 (c2+c3"W'p+
c4*WpTp+cS P *WW)) #C19%(c12%(c2+C3 "W p+C AW D "pHch TpTwW'w)) c?ﬁ'((M? Y (c2+
c3*w'pe+cd*wpe‘pe+cHpe’w'w)))

i_dot =c14%(c24"-c11)
pout=p

|_out=|

pe_oul = pe

Lout=g

ol pe. Y. peFcoipetwtw)),

—

=
.

+ Intuitive for discrete dynamics
- ‘hand-coding’, difficult to debug

Meeting a Powertrain Verification Challenge
Progress on Powertrain Verification Challenge with C2E2
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Modeling hybrid dynamics [Option 2]: Entirely in Simulink

Switch Pattern Enabled subsystems pattern

Y in1 outt 41/ v
4 Block Parameters: Integrator, Second-Order X
A n1 Out1y
Second-Order Integrator

4>—>—|_>‘0X> Second-order continuous-time integration of the input
— signal.
; I |
Nin1 out1 [» x dx/dt  Attributes
In1 out1 ;

N

External reset: none
PR ¢
u

> S_zd)(>

Enable zero-crossing detection

Reinitialize dx/dt when x reaches saturation

Integrator,
. . Second-Order L] Igno the reset for linearization
Switch Case Action Subsystems Pattern If/elseif/else Action Subsystems Pattern .
J1 b i 1 [ xp Show output: |both -
case[1] if(u1 > 0) s f s2 [ax
D
Au1 case[23] v Jul  elseif(ul == 0) v

default: j case: {} else if { }
In1 out1 P In1 out1 P

b
. o)

defau';t: {1} case: { } A J elseif { } >
else {} In1 outt | J Cancel Help Apply

Nin1 out1 Pp Yin1 Out1

N
bW

|=

& =

v
NS

Ain1 Out1 P

Explicit mode switching examples Implicit mode switching examples
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Modeling hybrid dynamics [Option 2]: Entirely in Simulink

/ it}
'
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sldemo _clutch _if

38



&\ MathWorks

State handoff considerations

%% OUIDUTS
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Modeling hybrid dynamics [Option 2]: Entirely in Simulink

/ o —-—
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Modeling hybrid dynamics [Option 3]. Stateflow drives Simulink

®, =,
d
Slipping \ i /_ Locked
Lo, =T,~bo,~T, 3| < T | +r)eo=1,-@,+b)0
Lo, =T,-wmpb, @, =m,=0

T, =sen(@, =@ ) oy L=1; Slipping
/ ‘Tf ‘ = ]}mx: \
i

[ > : "D
T
D w we 0 [Slipping.detectLogkup()] [detectSlip()]
e {w0 = we;} fwe 0 =w; wv_0=w;}
0:-
| Tin

Tin

’—’ Timaxs
s Friction Mode \\ Locked ]

du:

Tf = getLockedTorque();

Timaxk n

Py 0 f {
e
Inputs »lwe o EngineSpeed | \
| Tin :l -

Slipping Speed

+ Intuitive for continuous dynamics

+ Intuitive for discrete dynamics

| - Intuitive for hybrid dynamics? Can do better
== - Signal lines between Simulink and Stateflow
(previously) sf clutch o - State handoff

(now) sf clutch enabled subsystems 41



State handoff considerations

Slipping
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—
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Simulink-based states in Stateflow

2017

4\ MathWorks

[RAC*18a] A. Rajhans et al., “Graphical Modeling of Hybrid Dynamics with Simulink and Stateflow,” 21st ACM
International Conference on Hybrid Systems: Computation and Control, 2018
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Simulink-based states in Stateflow

Slipping \

Iﬂmﬂ = Tm _bews - T;:’

4\ MathWorks
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[detectLockup(Tin, Timaxs)]
{Locked.w = Slipping.wa:}

[detectShp{Tin, Timaxs)]

Slipping.we = Locked.w;
Slipping.wv = Locked w;
i

(Lockad




Simulink-based states in Stateflow

Clutch

4\ MathWorks

(Slipping

ectlockup(Tin, Timaxs)]
sked.w = Slipping.we:}

[detectSEp( Tin, Timaxs)]
{
Slipping.we = Lockad w;
Slipping.wy = Locked w;
1]

sf cutch *  Slipping *  detectlockup ¢
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@ we
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= f
1 of
& s
& Engine
O Inertia xe
W_Slip
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1l 1 » 2
s
Dyhrf:xmic Vehicle o
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(@ Damping
@ 1
@ slip direction
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Graphical remote state access

)> l»@ 7

State Writer

o) i

StateReéader
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Graphical and textual remote state access

(I— sfcutch * Sipping *  detectiockup
5|Ippll'lg @ |[Pa)st_dutch » TR outch » Gy Siipping -
Simulink Function yn = detectLockup(Tin . Tfmaxs) .
L T et e @ we
- ~r" .
@ 4F sfcutch ¥ Cutch X detectiockup X [ s @
[Balsf_clutch ¥ T3 cuten b [P detectLockup b - & Engine we
. O xe
= Engine
& Damping v
O V_Sum
1 » 2 )
Max Vehicle w
Dynamic Inertia <&
Friction wy
= Torgue
-]
« Vehicle
_ ] Damping
@ o r ]
@ slip direction

[detectLockup(Tin, Tfmaxs)]
{Locked.w = Blipping.we;}
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Easy copy-paste workflow
Lcrr S

» = 34841

—™ <= 1.5708

@ [*a]untitled » (] Chart v
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Run_up

[Run_up.p(1) < 4*cos(30*pi/180)]
{InitTakeOff();}

@ H B & @

iful = 1)
ul
eleifuZ == 1) |-
e el=s

XY Graph

<=0

Stop Simulation

ake_off

[Take_off.theta > pi/2]

{InitFly();}
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Outline

= |ntroduction

= Theoretical aspects of multi-paradigm model-based design for CPS
— Architecture modeling and structural analysis
— Semantic analysis and heterogeneous verification
— Compositional analysis

= Practical aspects of a multi-domain simulation platform
— Graphical modeling of hybrid dynamics using Simulink and Stateflow

> Recap
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Recap

= CPS have a global societal scale impact — challenges and opportunities
= Models are used in design and operation of complex CPS

= Heterogeneity due to multiple paradigms presents a research challenge
— Architecture presents an anchoring framework and enables structural analysis
— Behavior domain associations enable semantic analysis

= Particulars of bridging the gap across formalisms in a simulation platform
— Discussed one specific connection between two specific formalisms
— Many other interesting details across other formalisms
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Simulink Architecture €<-> Simulink Model: Manual Step in 2010
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System Composer new

>> systemcomposer

PRODUCT

4\ MathWorks
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Simulink to architecture
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Architecture to Simulink
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Interesting connections across other formalisms

Messages

Function calls

MATLAB Function

System Objects
Stateflow for MATLAB
MATLAB DES Block
DES Chart

Simulink
Stateflow
SimEvents
Stateflow
Stateflow
Simulink
MATLAB
MATLAB
SimEvents
SimEvents

(drives)
(drives)
(calls)
(calls)
(calls)
(uses)
(calls)
(calls)
(uses)
(uses)
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SimEvents,
SimEvents
Simulink,
Simulink
MATLAB,
MATLAB
Simulink
Stateflow
MATLAB
Stateflow
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