
1© 2019 The MathWorks, Inc.

Multi-Paradigm Modeling for Design and Operation of 

Intelligent Cyber-Physical Systems

Keynote Talk, First International Workshop on Multi-Paradigm Modeling of Cyber-Physical Systems (MPM4CPS)

Munich, Germany. September 10, 2019

Akshay Rajhans, PhD

arajhans@mathworks.com

https://arajhans.github.io

mailto:arajhans@mathworks.com
https://arajhans.github.io/


2

About me

▪ ‘CPS’ Practitioner before it was called CPS

– Embedded controls for diesel engine applications

– Programmable logic controller for industrial automation

▪ CPS Research at the intersection of

– Model-based design and analysis

– Formal methods

– Software and system architecture

▪ CPS Research Scientist at MathWorks 



3

Perspective shaped by my personal career trajectory

Industry 

Practitioner

Tool

Developer

Academic

Researcher

Interests span this tradeoff
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Outline

▪ Introduction

▪ Theoretical aspects of multi-paradigm model-based design for CPS

– Architecture modeling and structural analysis

– Semantic analysis and heterogeneous verification

– Compositional analysis

▪ Practical aspects of a multi-domain simulation platform

– Graphical modeling of hybrid dynamics using Simulink and Stateflow

▪ Recap and conclusions
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Cyber-physical systems have societal scale applications

Manufacturing3

Energy2

Transportation1

Health5

Infrastructure4

Smart

Smart

Smart
Smart

Smart

https://www.mathworks.com/company/newsletters/articles/predictive-maintenance-using-a-digital-twin.html?s_tid=srchtitle
https://www.mathworks.com/company/user_stories/carnegie-wave-energy-designs-and-builds-the-worlds-first-operating-wave-farm.html
https://www.mathworks.com/company/user_stories/tata-motors-accelerates-development-of-autonomous-vehicle-control-algorithms-with-model-based-design.html
https://www.mathworks.com/company/user_stories/battelle-neural-bypass-technology-restores-movement-to-a-paralyzed-mans-arm-and-hand.html?s_tid=srchtitle
https://www.mathworks.com/videos/smart-city-pilot-projects-using-lora-and-ieee802-15-4-technologies-1550744337849.html?s_tid=srchtitle
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Traffic accidents are bad

Quick Facts 2017, NHTSA, https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812747

Traffic Safety Facts 2015, NHTSA, https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812384

https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812747
https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812384
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Rural/Urban Comparison of Traffic Fatalities, NHTSA https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812741

?

?

Traffic Safety Facts 2015, NHTSA, https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812384

https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812741
https://crashstats.nhtsa.dot.gov/Api/Public/ViewPublication/812384
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gap lag

Y

n lanes

lag

Intersection area

Instrumented area

→



Prototypical “heterogeneous” CPS
• Sensing
• Communication
• Computation
• Physics and actuation

Intersection collision avoidance system

Can we use technology 

(connectivity or autonomy)?
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Operation

Models are useful in both design and operation

Challenges in the Operation and Design of Intelligent Cyber-Physical Systems, S. Castro, P.J. Mosterman, A.H. Rajhans, 

and R.G. Valenti, book chapter, Complexity Challenges in Cyber Physical Systems: Using Modeling and Simulation 

(M&S) to Support Intelligence, Adaptation and Autonomy, S. Mittal and A. Tolk, eds., Wiley, 2019.

Online reconfiguration
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CPSControl design

(e.g., block diagrams)

Filtering

(block diagrams)

Protocols and policies

(State machines)

Physics and mechanics

(Acausal modeling)

Traffic flow

(Discrete-event systems)Algorithms

(e.g., procedural code)
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CPS
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CPS

• No ‘universal’ modeling formalism, modeling everything together intractable

• Different formalisms suited for different aspects of system design

• Each model represents some design aspect well, but not others

• Models make interdependent assumptions about each other and the system

• Analysis tools often specialized for a particular formalism

▪ Given all of these, how do we design a correct system?
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Outline

▪ Introduction

➢ Theoretical aspects of multi-paradigm model-based design for CPS

– Architecture modeling and structural analysis

– Semantic analysis and heterogeneous verification

– Compositional analysis

▪ Practical aspects of a multi-domain simulation platform

– Graphical modeling of hybrid dynamics using Simulink and Stateflow

▪ Recap and conclusions
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From software architecture to CPS architecture

Even though there is no system-level 

model, there is a system architecture

CPS architectural style
palette in AcmeStudio

Heterogeneous component models are 

annotations on the architecture elements

Extend software architecture  vocabulary 

with physical elements

[RCS+09] A. Rajhans et al., “An Architectural Approach to the Design and Analysis of Cyber-Physical Systems,” Third 

International Workshop on Multi-Paradigm Modeling (MPM), 2009

https://www.cs.cmu.edu/~acme/AcmeStudio/
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From software architecture to CPS architecture

Implicit assumption: models composed of the 

same structure as the architecture 

Heterogeneous component models are 

annotations on the architecture elements

[RCS+09] A. Rajhans et al., “An Architectural Approach to the Design and Analysis of Cyber-Physical Systems,” Third 

International Workshop on Multi-Paradigm Modeling (MPM), 2009
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Models have their own structure. What gets 

abstracted away depends on the paradigm.

Base architecture and architecture views

STARMAC 

Quadrotor

Architectures extracted from model structure 

are ‘views’ of the base architecture.

There are relations between the views and the 

base architecture.

[BDK+10b] A. Bhave, D. Garlan, B. Krogh, A. Rajhans, and B. Schmerl, “Augmenting Software Architectures with 

Physical Components,” Embedded Real Time Software and Systems (ERTS^2), 2010
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Simulink architecture view
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Simulink architecture view

Inconsistency

Incompleteness
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Outline

▪ Introduction

▪ Theoretical aspects of multi-paradigm model-based design for CPS

– Architecture modeling and structural analysis

➢ Semantic analysis and heterogeneous verification

– Compositional analysis

▪ Practical aspects of a multi-domain simulation platform

– Graphical modeling of hybrid dynamics using Simulink and Stateflow

▪ Recap and conclusions
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Semantic interpretations of models and specifications

Model M
A behavior b that M exhibits

: “semantic interpretation” 
of M in a behavior domain B

Specification S

: “semantic interpretation” 
of S in B

1) “overshoot is no more than 1.3 units 
and settling time is less than 𝜏”

2) □(x < 1.3) ∧ ⋄ τ (x ∈ [1±ϵ])

1.3

A behavior b that S allows

±ϵ

τ

1

x

time

(A set of all behaviors that 
M exhibits in B)

(A set of all behaviors that 
S allows in B)

[RBL+11] A. Rajhans, A. Bhave, S. Loos, B. H. Krogh, A. Platzer, and D. Garlan, “Using Parameters in Architectural 

Views to Support Heterogeneous Design and Verification,” 50th IEEE Conference on Decision and Control, 2011
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▪ Model M1 abstracts M0 in B, written 

if

▪ Specification S1 implies S0 in B, written 

if

▪ Model M satisfies specification S in B, written 

if 

can be 

heterogeneous

can be 

heterogeneous

Abstraction, implication, and satisfaction as behavior set inclusions

Homogeneous in B: Same B everywhere

often 

heterogeneous

Simulation of Hybrid Dynamic Systems, P.J. Mosterman, A. Rajhans, A. Mavrommati, R.G. Valenti, 

Springer Encyclopedia of Systems and Control, Second Edition, submitted.
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Physics

Sensors Actuators

Network

Microprocessor Microprocessor

time

time

time

time

index

index

C code

Multi-rate 

C code

Simulation of Hybrid Dynamic Systems, P.J. Mosterman, A. Rajhans, A. Mavrommati, R.G. Valenti, 

Springer Encyclopedia of Systems and Control, Second Edition, submitted.

value
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Mappings between semantic domains via behavior relations

▪ Approach: Create “relations” between behavior domains

B0 : 1-d continuous trajectories in x

R1 ⊆ B0 X B1

B1 ={𝛼, ത𝛼}*∪{𝛼, ത𝛼}𝜔

Given R1 ⊆ B0 X B1

set-based inverse map

R1
-1 (‘α’)={c,d,…}

[RK12] A. Rajhans and B. H. Krogh, “Heterogeneous Verification of Cyber-Physical Systems Using Behavior Relations,” 

15th ACM International Conference on Hybrid Systems: Computation and Control, 2012
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Heterogeneous abstraction, implication, and satisfaction

(in words)

C

(in pictures)

Detailed behavior 𝐵0

Abstract behavior 𝐵1

A

C

B

A

B

⊨𝐵0

[RK12] A. Rajhans and B. H. Krogh, “Heterogeneous Verification of Cyber-Physical Systems Using Behavior Relations,” 

15th ACM International Conference on Hybrid Systems: Computation and Control, 2012
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Outline

▪ Introduction

▪ Theoretical aspects of multi-paradigm model-based design for CPS

– Architecture modeling and structural analysis

– Semantic analysis and heterogeneous verification

➢ Compositional analysis

▪ Practical aspects of a multi-domain simulation platform

– Graphical modeling of hybrid dynamics using Simulink and Stateflow

▪ Recap and conclusions
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(pictorially)

Detailed behavior 𝐵0

Abstract behavior 𝐵1

A

C

B
Heterogeneous Verification 

Compositional 

Heterogeneous Verification 

If 𝑀0 = 𝑃0|| 𝑄0 and𝑀1 = 𝑃1|| 𝑄1,

can we analyze Ps and Qs independently?

“Models as composition of components”

Analysis: Compositional Abstraction

Compositional heterogeneous abstraction

Objective: Conclude heterogeneous abstraction of 
the composition by establishing that of the 
components

Rationale: Component’s local semantics defined in a 
behavior domain of smaller dimension

[RK13] A. Rajhans and B. H. Krogh, “Compositional Heterogeneous Abstraction,” 16th ACM International Conference on 

Hybrid Systems: Computation and Control, 2013
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Leveraging compositionality for heterogeneous abstraction

Need
• Behavior abstraction functions A : behavior 

relations that are also functions
• Mappings between local/global behavior domains 

of the same type
• Mappings between local/global abstraction 

functions

Detailed composition behavior domain 𝐵0

Abstract composition behavior domain 𝐵1

Detailed component behavior domain 𝐵0
𝑃

Abstract component behavior domain 𝐵1
𝑃

Detailed component behavior domain 𝐵0
𝑄

Abstract component behavior domain 𝐵1
𝑄

𝑃
0
⊑
𝐴
𝑃
𝑃 1

𝑄
0
⊑
𝐴
𝑄
𝑄
1

𝑀
0
⊑
𝐴
𝑀
1

𝑀0
𝐵0 ⊆ 𝐴−1( 𝑀1

𝐵1)

𝑃0
𝐵0
𝑃
⊆ 𝐴𝑃

−1
( 𝑃1

𝐵1
𝑃
)

𝑄0
𝐵0
𝑄

⊆ 𝐴𝑄
−1
( 𝑄1

𝐵1
𝑄

)

Objective: Conclude heterogeneous abstraction of 
the composition by establishing that of the 
components

Rationale: Component’s local semantics defined in a 
behavior domain of smaller dimension

[RK13] A. Rajhans and B. H. Krogh, “Compositional Heterogeneous Abstraction,” 16th ACM International Conference on 

Hybrid Systems: Computation and Control, 2013
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Compositionality conditions

Start with A, localize to get AP , AQ

Start with AP , AQ, globalize to get A

If globalizations of AP , AQ  are 
consistent (call it A ), then 
compositional heterogeneous 
abstraction via A holds

If localizations of A  are AP  and 
AQ , then compositional 
heterogeneous abstraction via A
holds

Centralized Development

Decentralized Development

𝑀0
𝐵0 ⊆ 𝐴−1( 𝑀1

𝐵1)

𝑃0
𝐵0
𝑃
⊆ 𝐴𝑃

−1
( 𝑃1

𝐵1
𝑃
) 𝑄0

𝐵0
𝑄

⊆ 𝐴𝑄
−1
( 𝑄1

𝐵1
𝑄

)

conclude

using and

Behavior localization (projections) 

𝐵0 ↓0
𝑃= 𝐵0

𝑃 𝐵1 ↓1
𝑃= 𝐵1

𝑃

Abstraction function localization (projections) 

𝐴 ⇓𝑃= 𝐴𝑃

Commutative diagram

[RK13] A. Rajhans and B. H. Krogh, “Compositional Heterogeneous Abstraction,” 16th ACM International Conference on 

Hybrid Systems: Computation and Control, 2013
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Semantic assumptions as parameter constraints

Dependencies that cut across formalisms

captured as parameter constraints

Ensures semantic (parameter) consistency

using external SMT solvers or provers

Problem
• Semantic interdependencies 

across formalisms
• Consistency

Challenge
• Formal representation that is

universal to all modeling 
formalisms

Approach
• interdependencies as an auxiliary 

constraint on parameters
• Find effective constraint on given 

model/spec. parameters 
(existential quantification)

• Use SMT solvers or theorem 
provers to prove consistency

NetworkVerificationPhysics-based SoftwareSenor (look-up table)

How far off are sensor 
readings?

How fast can the 
SV accelerate?

What’s the computation 
time?

How old are the 
sensor readings?

[RBL+11] A. Rajhans, A. Bhave, S. Loos, B. H. Krogh, A. Platzer, and D. Garlan, “Using Parameters in Architectural 

Views to Support Heterogeneous Design and Verification,” 50th IEEE Conference on Decision and Control, 2011
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Completing the picture: Semantic and structural hierarchies

Semantic side Structural side

[RBR+14] A. Rajhans et al., “Supporting Heterogeneity in Cyber-Physical System Architectures”, IEEE Transactions on 

Automatic Control’s Special Issue on Control of Cyber-Physical Systems, Vol. 59, Issue 12, pages 3178-3193
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Outline

▪ Introduction

▪ Theoretical aspects of multi-paradigm model-based design for CPS

– Architecture modeling and structural analysis

– Semantic analysis and heterogeneous verification

– Compositional analysis

➢ Practical aspects of a multi-domain simulation platform

– Graphical modeling of hybrid dynamics using Simulink and Stateflow

▪ Recap and conclusions
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CPS
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Modeling hybrid (discrete + continuous) dynamics 

graphically using Simulink and Stateflow

time

value
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Hybrid dynamics arise in CPS models quite often

https://www.mathworks.com/help/simulink/slref/building-a-clutch-lock-up-model.html

Example: clutch

▪ Need to model and orchestrate

1. Continuous dynamics

2. Discrete modes

3. Mode switching

▪ Guard conditions

▪ State handoff

time

value

𝜔 :=𝜔𝑒

𝜔𝑒 ≔ 𝜔;

𝜔𝑣 ≔ 𝜔;

https://www.mathworks.com/help/simulink/slref/building-a-clutch-lock-up-model.html
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sf_bounce

Modeling hybrid dynamics [Option 1]: Entirely in Stateflow

Continuous-time

Stateflow chart
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Can get cumbersome for complex ODE dynamics

Meeting a Powertrain Verification Challenge

Progress on Powertrain Verification Challenge with C2E2

*

+ Intuitive for discrete dynamics

- ‘hand-coding’, difficult to debug

https://publish.illinois.edu/c2e2-tool/files/2015/04/Powertrain-C2E2-CAV.pdf
https://publish.illinois.edu/c2e2-tool/files/2015/04/PowerTrainC2E2-Arch.pdf


37

Modeling hybrid dynamics [Option 2]: Entirely in Simulink

Explicit mode switching examples Implicit mode switching examples
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Modeling hybrid dynamics [Option 2]: Entirely in Simulink

sldemo_clutch_if

Lock Unlock Lock- Locked

0 0 0 0

0 0 1 1

0 1 0 0

0 1 1 0

1 0 0 1

1 0 1 1

1 1 0 1

1 1 1 0
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State handoff considerations

sf_bounce

sldemo_bounce_two_integrators

sldemo_bounce

xu
y

x
u

y

u y

y = 𝑥
ሶ𝑥 = u

𝑥
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Modeling hybrid dynamics [Option 2]: Entirely in Simulink

sldemo_clutch_if

Lock Unlock Lock_ Locked

0 0 0 0

0 0 1 1

0 1 0 0

0 1 1 0

1 0 0 1

1 0 1 1

1 1 0 1

1 1 1 0
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Modeling hybrid dynamics [Option 3]: Stateflow drives Simulink

(previously) sf_clutch

+ Intuitive for continuous dynamics

+ Intuitive for discrete dynamics

- Intuitive for hybrid dynamics? Can do better

- Signal lines between Simulink and Stateflow

- State handoff

(now) sf_clutch_enabled_subsystems
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State handoff considerations

(previously) sf_clutch

(now) sf_clutch_enabled_subsystems
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Simulink-based states in Stateflow

[RAC+18a] A. Rajhans et al., “Graphical Modeling of Hybrid Dynamics with Simulink and Stateflow,” 21st ACM 

International Conference on Hybrid Systems: Computation and Control, 2018
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Simulink-based states in Stateflow

regular
state

Simulink-based
state
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Simulink-based states in Stateflow
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Graphical remote state access

u y

y = 𝑥
ሶ𝑥 = u

𝑥
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Graphical and textual remote state access
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Easy copy-paste workflow
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Outline

▪ Introduction

▪ Theoretical aspects of multi-paradigm model-based design for CPS

– Architecture modeling and structural analysis

– Semantic analysis and heterogeneous verification

– Compositional analysis

▪ Practical aspects of a multi-domain simulation platform

– Graphical modeling of hybrid dynamics using Simulink and Stateflow

➢ Recap
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Recap

▪ CPS have a global societal scale impact – challenges and opportunities

▪ Models are used in design and operation of complex CPS

▪ Heterogeneity due to multiple paradigms presents a research challenge

– Architecture presents an anchoring framework and enables structural analysis

– Behavior domain associations enable semantic analysis

▪ Particulars of bridging the gap across formalisms in a simulation platform

– Discussed one specific connection between two specific formalisms

– Many other interesting details across other formalisms
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Simulink Architecture → Simulink Model: Manual Step in 2010

Structure 

extraction

Fix 

propagation

Behavior 

construction
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Property 

Inspector

Interface 

Editor

Model 

Browser
Editing 

Canvas

https://www.mathworks.com/products/system-composer.html

https://www.mathworks.com/products/system-composer.html
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Simulink to architecture
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Architecture to Simulink
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Interesting connections across other formalisms

▪ Messages Simulink  (drives) SimEvents, 

Stateflow (drives) SimEvents

▪ Function calls SimEvents (calls) Simulink, 

Stateflow (calls) Simulink

▪ MATLAB Function Stateflow (calls) MATLAB, 

Simulink  (uses) MATLAB

▪ System Objects MATLAB (calls) Simulink

▪ Stateflow for MATLAB MATLAB (calls) Stateflow

▪ MATLAB DES Block SimEvents (uses) MATLAB

▪ DES Chart SimEvents (uses) Stateflow
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