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Talk outline

» Cyber-physical systems: a feature classification
- “Runtime” verification at design time: simulation as a proxy for run time
= Runtime analysis at operation time: From CPS to loT and Digital Twins

- Challenges and future outlook
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Cyber-physical systems: umbrella term, not a precise definition

“The term cyber-physical systems (CPS)
refers to a new generation of systems with
integrated computational and physical
capabilities that can interact with humans
through many new modalities.

The ability to interact with, and expand the
capabilities of, the physical world through
computation, communication, and control
Is a key enabler for future technology
developments.”

- Helen Gill and Kisan Baheti, NSF

IEEE Impact of Control Technology, T. Samad and A.M.
Annaswamy (eds.), 2011. Available at www.ieeecss.org.




Control — closing the loop over the physical environment
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Computation — fueled by Moore’s law

Moore’s Law — The number of transistors on integrated circuit chips (1971-2018)
Moore's law describes the empirical regularity that the number of transistors on integrated circuits doubles approximately every two years. gl
This advancement is important as other aspects of technological progress — such as processing speed or the price of electronic products — are

linked to Moore's law.
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Computation — fueled by Moore’s law

Cost of Annual
Printing Production
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Communication — Nielsen’s law, Metcalfe’s law
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CPS feature classification
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Outline

= CPS feature classification

> “"Runtime” verification at design time: simulation as a proxy for run time

- From CPS to IoT and Digital Twins: runtime analysis

- Challenges and future outlook
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Model-Based Design: Models as a proxy for the real system

Acceptance

Requirements Testing

Integration
Testing

Unit

Components _
Testing

Model-Based Design: Implementation

Use of computational models throughout
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Simulations for increasingly faithful proxies of runtime behavior

= Model-in-the-loop simulation simulate / test  the model

= Software-in-the-loop simulation the generated code

= Processor-in-the-loop simulation code on the processor
= Hardware-in-the-loop simulation plant on real-time h/w
- Gaming-engine-in-the-loop visualization, physics

Ride & handling Chassis controls ADAS / AD
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ANVl C code

Multi-rate
C code

MATLAB

Stateflow

SimEvents

Simulink

Simulink
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Not today — how to address heterogeneity formally?
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Models and Specifications
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Various verification problems
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Robust testing a.k.a. simulation-based reachability analysis

Q B
0% b
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Robust testing a.k.a. simulation-based reachability analysis
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Lyapunov analysis, contraction metrics, barrier certificates, concolic testing ...
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Toyota adoption a success story

JAMES KAPINSKI, JYOTIRMOY V. DESHMUKH, XIAOQING JIN,
HISAHIRO ITO, and KEN BUTTS
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Formalizing specifications to enable falsification

=
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Signal Temporal Logic as a success story
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Credit: Dejan Nickovic (via Bruce Krogh), Oded Maler: A memory box full of diamonds, MT-CPS 2019.
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An actual bug uncovered via falsification at Toyota

o=

a

Pressure diff. (x)

Time

Mining Requirements from Closed-Loop Control Models

Xiaoging Jin
Univ. of California Riverside
jinx@cs.ucr.edu

Alexandre Donzé
Univ. of California Berkeley
donze@eecs.berkeley.edu

Sanijit A. Seshia
Univ. of California Berkeley
sseshia@eecs.berkeley.edu

Jyotirmoy V. Deshmukh
Toyota Technical Center
jyotirmoy.deshmukh@tema.toyota.com
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Considerations for engineering adoption of temporal logics

Engineers are not logicians — logic vocabulary could be a challenge

Simple engineering concepts may require complex logical formulas

Multiple modeling formalisms that interact

Multiple combinations of time/signal domains, data types, solver settings

24



HSCC 2015 Keynote, Jyotirmoy Deshmukh, (then) Toyota

» Challenges

Grand Challenge |: Requirement Engineering

Key challenge for Toyota, Bosch, and others
1 How do you present requirements to control designers?
-1 How do they convey their intention without using formalisms?

2 Is Temporal Logic the right requirement language?

U|1lg||:..":' =0)= 0 ]-3|{-[}r = 0) A ."Il:l.l].UUJI(J'" <M= (x=1)vix =< -1)

HSCC 2015, Seattle 55/63
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Logical and temporal assessments in Simulink Test

Formalize and execute requirements directly as Test Assessments

Requirements

1. The difference between the room temperature and the set
temperature should never exceed 6 degrees.

2. If the temperature difference exceeds 4 degrees for more than
2 seconds, then the pump shall activate for at least 2 seconds
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FILE | EDIT | RUN | RESULTS |ENVIRONMENT |RESOURCES |
LG Results and Artifacts AFtests »  [fl StatPage =[5 TC1 x
P T AT DT TGO WY L
|Fi|te’lests by name or tags, e.g. tags: test
» ITERATIONS*
== Fuel Control Tests®
OGICAL AND TEMPORAL ASSESSMENTS"
- AF tests * LOGICAL AND TEMPORAL ASSESSMENTS
5] TC1 + ez |
sessment1 » At any point of time, abs(roomTemperature - setTemperature) must be less than

Formalize and execute

Name [E Tci

Type Simulation Test
Model AbstractFuelControl

Harness Name AbstractFuelControl_Harn

Simulation Mods [Model Settings]
Location
Enabled v

Hierarchy Fuel Control Tests » AF te

C\WworkisearchBasedVerifi...

temperatureTolerance

Assessment2

» At any point of time, if -sef

>= 4 becomes true and
stays true for at least 2 seconds then, starting from end of min-time, with no delay
pumpCmd must stay true for at least 2 seconds

» "= pumpCmd

+ Add Assessment - |]-|]' Delete + Add Symbol
» CUSTOM CRITERIA

» COVERAGE SETTINGS
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Authoring

NSS cl+Aact+F-man
* LOGICAL AND TEMPORAL ASSESSMENTS*

EM... | MAME ASSESEMENT

| Assessmentt « At any point of time __
* bounds-check-pattern- @lways inside bounds
signal: SiQ
lower-bound: Ib
lower-bound-type:  greater than
upper-bound: Ub

upper-bound-type: @5 than

» At any point of time .

b bounds-check-pattern:  8ig must be greater than Ib and

» At any point of time, sig must be greater than Ib and e

o= Add Assessment + Delete

E Trigger-response

Check for a signal response once a frigger has DS Geteciea I -

REQUIREMENTS

None
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VISUAL REFRESENTATION
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Authoring

>> sltestmgr

[\ startPage x [5] New TestCase1 x
EN... NAME ASSESSMENT REQUIREM... =

Logical Assessments

Bounds check

Check min/max bounds for signals and expressions

i

a Custom
Check if a custom expression holds true for all time steps O [to.t f] ¢

Temporal Assessments

B Trigger-response
Check for a signal response once a frigger has been detecled

o= Add Assessment v Delete ”
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Authoring

>> sltestmgr

[\ startPage x [5] New TestCase1 x
EN... NAME ASSESSMENT REQUIREM... =

-

« Assessm... v Atany point of time ... None
trigger: <empty>
delay: with no delay ...

response: <empty>

Logical Assessments

Bounds check

Check min/max bounds for signals and expressions

i

a Custom
Check if a custom expression holds true for all time steps

Temporal Assessments

Trigger-response =
E < p, . D[to»tf] (¢1 <>[tm;tM] ¢2)
Check for a signal response once a frigger has been detecled

o= Add Assessment v Delete ”
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b1

AUthOrlng ﬁ whenever is true

>> sltestmgr Lli with no delay O ttmtu]

becomes true

[\ startPage x [5| NewTestCase1 x
EN NAME ASSESSMEN

L  with a delay of at most

| Assessm... w Atany point of time ...

trigger: <empty>
delay With no delay /

response: <empty> = 0 B F===d

aan - 4’ ¢2
\ I | i becomes true and stays i
¥ i | I must be true

Dlto,ts] (D1 = e, 0] P2)

becomes true and stays ti

must stay true for at least

must stay true for at most

¥ At any point of time, if driverinput > driverinputAmplitude*0.5 becomes true then, with no delay, abs(signal -
signalRef) < overshootTolerance must stay true for at least 2.5 seconds

must stay true for between

o= Add Assessment v Delete

must stay true until
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Symbol resolution and mapping

* LOGICAL AND TEMPORAL ASSESSMENTS*

EM... | NAME ASSESEMENT REQUIREMENTS o WISUAL REPRESENTATION E
a
| Assessmenti = At any point of time .. Norne
* bounds-check-pattern: always inside bounds Upper bound
5ignal: Slg AT T L

lower-bound: b
lower-bound-type: greater than
upper-bound: Ub

LoiarBanig - m o T T

upper-bound-type: k2SS than

~ SYMBOLS
/ ~ G tsig .
Mame: Sine Wawve:1
Path: sine_wawvel/Sine Wave

Port Index: 1

I

I

I

I Field/Element: <type an expression>
(\J v simout ~#] b
SI n e Wa\/e Expression: -0.4

- #] ub
1 n Expression: 0.2 -

o Add Symbol Delete

o Add Assessment Delete

sine_wave
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Assessment and explanation in case of failure

@ Assessment]

» At any point of time, sig must be greater than Ib and less than ub : Z ::g
» £ ub
Visual Comparison: expected vs actual == | Textual explanation

Assessment 'Assessment1’ failed.
» Expected ‘sig' to be greater than 'Ib" and less than "ub’.
o Al 16 s, expected wvalue to be greater than -0.5 and less than 0.5, actual value is
0.99957 3603041505,
o Al 48 s, expected value to be greater than -0.5 and less than 0.5 actual value is
-0.995164608835841.
¢ Al 7.8 s, expected value to be greater than -0.5 and less than 0.5, actual value is
0.998543345374605.
At10 s, expected value fo be greater than -0.5 and less than 0.5, actual value is -0.54402111088937.

1.00 1.004

Upper bound

L 0.00

-1.00 -1.00
0.00 2.00 4.00 6.00 &.00 100 0.00 200 4.00 6.00 5.00 10.0

~ Assessment1: At any point of Fail
time, sig must be greater than Ib T | | | | T | | | | | T ‘ | | | |
and less than ub FEES - - .
Untested
0 0.5 1.0 1.5 20 25 30 35 4.0 45 5.0 5.5 6.0 6.5 7.0 7.5 8.0 85 9.0 9.5 10.0
+ sig must be greater than Ib and True
less than ub I_
Falze
Untested
o 0.5 1.0 1.5 20 25 30 35 4.0 45 5.0 55 6.0 6.5 7.0 7.5 2.0 25 0.0 o5 10.0
sig
0
0 0.5 1.0 1.5 20 25 30 35 4.0 45 5.0 5.5 6.0 6.5 7.0 7.5 8.0 85 9.0 9.5 10.0
I 0
-
0 0.5 1.0 1.5 20 25 30 35 4.0 45 5.0 5.5 6.0 6.5 7.0 7.5 8.0 85 9.0 9.5 10.0
ub 1
0

1.0 15 20 25 3o 35 40 45 50 55 6.0 65 70 75 an a5 a0 85 10.0
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EXPRESSION TREE

» Assessment1: At any point in
time, if (abs(mag) = 0.5)
becomes true then, with a delay of
at most 1.5 seconds, (abs{mag) <
0.1) must stay true for at least 1
seconds

« if (abs(mag) = 0.5) becomes
true then, with a delay of at
most 1.5 seconds, (abs(mag) = 0.1)
must stay true for at least 1 seconds

Fail

FPass +

Untested

Trug T

Falsa

Untested

Expression tree Ot (P12 Cpoy 2)

Tested and failed

!
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tue (@I 11l
Falz=
Untested ¢
20 2z 24 26 el 30 3z 24
» (Absi{maq) = 0.5) True T
Falza || I I ”_" "_" ”"
Untested £
20 2z 24 26 22 20 3z 34
- with a delay of at most 1.5 True f
seconds, (abs(mag) < 0.1) | |
must stay true for at least 1 seconds ~ Fal=e |
Untested
20 2z 24 26 el 30 3z 24
« (abs(mag) = 0.1) must stay True
true for at least 1 seconds | I_l |
Falza
Untested £
20 2z 24 26
» (@bs(mag) = 0.1) True I_IJ :
e | LLTRRme Did not get
Untested : : : :
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Synchronization and interpolation

Research challenge: heterogeneity
» discrete and continuous time

NN “M " discrete and continuous value
S w
— STLOLTL?
gy Wah Do I e Wae N N '
' * * Needing to up/down-sample
. . may iImpact frequency domain
N N - SN N N PN characteristics
~ N ANV NP Dataflow domain: cannot Insert
. or remove data points
/\ ﬂ i ‘y[
—H _
o \ \\ / HH X | Q T i T i T
] | T I
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« Cyber-physical systems: a feature classification

- “Runtime” verification at design time: simulation-based approaches

» Runtime analysis at operation time: From CPS to loT and Digital Twins
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Models are useful in both design and operation

Operation

Challenges in the Operation and Design of Intelligent Cyber-Physical Systems, S. Castro, P.J. Mosterman, A.H. Rajhans,
and R.G. Valenti, book chapter, Complexity Challenges in Cyber Physical Systems: Using Modeling and Simulation
(M&S) to Support Intelligence, Adaptation and Autonomy, S. Mittal and A. Tolk, eds., Wiley, 2019. 37
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Internet of Things topology

mytoaster
@mytoaster

Social Networking for your Toaster, The
Internet of Things (#iot) powered by
@ThingSpeak, created by @scharler

© Pittsburgh, PA

(‘)') nothans.comy/social-network..

Joined December 2008

B Photos and videos

CheerLights

@cheerlights

Cheerlights is an #internetofthings
project by @scharler to synchronize lights
to the same color at the same time all
around the world. #iot #thingspeak

© Pittsburgh, PA
(§’ cheerlights.com
Joined November 2011

[’d 35 Photos and videos

P Chegrlight
N 8'1

wtt.che

SULRCAPUION Y0P

Tweets

1,055

Tweets

9

u

Following Followers Likes
455 1,203 1,284
Tweets & replies  Media
Cheerlights @cheerlights - Jul 16 v

JavaScript Cheerlights Lamp by @LizMyers cheerlights.com/javascript-che...

QO 1

CheerL

ights Rety

['weet a colo)
@cheerlights

¢ } 51
{0 Chhange me

n Q 1

Hans Scharler @scharler - Jun 27 v
Real-time Colors on CheerLights using the MQTT Protocol nothans.com/real-time-

colo...

‘_Qw_:ﬂ.l.‘..—
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Internet

Sense Act

Environment
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Off prem cloud

Integrati
ﬁ
_

: b
1ons ntegration
On-prem data center

Edge systems

14

Smart assets

Industrial Internet of Things topology — Enterprise level operations
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A complex collection of tools, platforms, and protocols

Local
Communications

gl =

Smart assets

Edge systems

Long-Range
Communications

On-prem data center

Integration
ﬁ
_

Off prem cloud

-
x ARM TCPIIF: t%} I'-?}re
h\ m Azure Stream loT Hub
i <A Rest APIs Analyies
EXILINX NVIDIA. eamaeign

Lys

life.augmented

Chipmakers

Transport protocols

Operating systems running on edge or on-premises

Cloud providers

Streaming protocols for getting data in and out of the cloud platforms
Services for managing data, timing, and other Industrial 0T requirements
Dashboard tools for visualizing information in any area of the landscape

BR Windows ﬁ
MindSphere

AWS loT

B Analyst/Engineer

A\ Azure

TIBC2 Spotfire

==

(17
amaZon
webservices™

.l +H
A -
. +1‘++Gb|eﬂu

>:< thingworx:
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Applications at the Asset, the Edge, or Operational Technology Platform

Local Long-Range

Communications Communications Integration

ﬁ ﬁ

h h

Smart assets Edge systems On-prem data center Off prem cloud
Hard real-time control Real-time decisions Time-sensitive decisions Big Data processing on historical data
N N A N

N 7 N 7 N N

Value of data to decision making

Time

Milliseconds Seconds Minutes Hours Days Months
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Development for Fast and Highly-Deterministic Systems

Local
h‘ Communications

Smart assets Edge systems

« Compute limited but have a choice

« Data usually as a memory read
* Product design focus

Hard real-time control Real-time decisions
A A

Edge Processing )
Model-Based Design, Model-Based Desi gn

code generation

fd'i:‘j::fl‘iEE

i} Bz mewo;

Value of data to decision making

== == V
L == | \ I:)SIM
-- L e
Multi-domain system Parameter Automatic code
oo i otes modeling estimation generation
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Development to OT/IT On-Prem and in Cloud

« Compute abundant but less control
« Data access as streaming messages
» Service focus

Long-Range
Communications
é
h

On-prem data center

Variety and
Volumes of Data

Machine Learning
and Deep Learning

Enterprise system integration,
(on-prem/cloud)

Time-sensitive decisions

Integration

ﬁ
h

Off prem cloud

Big Data processing on historical data

N AL
r N\ N\
«— Stream Processing —> <« —— Hadoop.ISpark., and ot.her .
! enterprise IT integration
| Scope
: » Time
Hours Days : Months
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MATLAB in the Cloud Search MathWorks.com

Owverview  AWS  Azure  Other Clouds

MathWorks Cloud

MathWorks Cloud I .
amnrones HOUE POVt public Clouds
other products and serv

managed cloud infrastrt  Use MATLAB on virtual machines in public cloud environments like
MATLAB in a web brows Amazon Web Services (AWS) and Microsoft Azure. These vendors

any software. MathWork provide access to on-demand computing resources. They also offer powered
by

you the ability to store, ¢ wide-ranging, prebuilt services for data storage, data streaming, elastic

scaling, load balancing, security, and more. ‘7
You can access MathWi v

devices, use them to te¢ | you are not a cloud expert, or if you want a head start, use a
analytics for a variety of  MathWorks published reference architecture. Templates in these

reference architectures automatically create and configure the cloud
Learn more about hoste  infrastructure for running MATLAB. You can also adapt or extend the AZ u re
reference architectures to better meet your specific needs.

T Learn more about running MATLAB and other products on:

https://www.mathworks.com/cloud.html 45
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Digital Twin
4 )
nﬁ? . B _, E . =
= Em = =
\_ /
Create computational model of asset in operation {

Optimize

O,
« Data-driven (MATLAB) or first-principles (Simulink) models /l\

Control * Reuse models from development process (e.g. MBD)
N » Kept up-to-date during asset operation (e.g. aging, wear, environment)
redict

Diagnose Use the computational model (digital twin) during operation
» Optimize fleet or system behavior

» Calculate control setpoints or parameters
» Predict future behavior or events
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0 Fault Classification Using MATLAB

& kafka

A\ Azure

—>

Machine Learning
fault classifier model

F. kibana

Visualization
dashboard

« MATLAB

« Statistics & Machine
Learning Toolbox

« MATLAB
Production Server

Triplex Pump

Q “‘What-If” Analysis Using Simulink/Simscape Digital Twin

Model tuned during
operation

BR Windows

Parallel sims to
explore scenarios

A\ Azure

« Simulink/Simscape
* Simulink Design
Optimization
* MATLAB
Parallel Server
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Research Connections

Optimize
Control

Predict

Diagnose

2018 Annual American Control Conference (ACC)
June 27-29, 2018. Wisconsin Center, Milwaukee, USA

4\ MathWorks

Coordinated Control of Wind Turbine Generator and Energy Storage System
for Frequency Regulation under Temporal Logic Specifications

IEEE TRANSACTIONS ON AUTOMATION SCIENCE

AND ENGINEERING

Zhe Xu, Agung Julius and Joe H. Chow

Advisory Temporal Logic Inference and Controller
Design for Semiautonomous Robots

Zhe Xu", Student Member, IEEE, Sayan Saha"', Student Member, IEEE,
Botao Hu™', Student Member, IEEE, Sandipan Mishra, Member, IEEE,

2017 |EEE 56th Annual Conference on Decision and Control (CDC)
December 12-15, 2017, Melbourne, Australia

and A. Agung Julius

Privacy Preservation

Zhe Xu, Sayan Saha and Agung Julius

Measurement Uncertainty

Yi Deng, Alessandro D’Innocenzo, Maria D. Di Benedetto,

2018 Annual American Control Conference (ACC)
June 27-29, 2018. Wisconsin Center, Milwaukee, USA

Stefano Di Gennaro, and A. Agung Julius

Robust Temporal Logic Inference for Hybrid System Observation— An
Application on Occupancy Detection of Smart Buildings

Zhe Xu, Yi Deng and Agung Julius

Abstraci—In modern smart buildings modeled as hybrid
systems, occupancy detection can be cast as observing the
discrete states of a hybrid system using the available discrete
and continwous system outputs. Im this paper, we present
a method to construct observers of the hybrid system to
listinguish betws different i of the hybrid system
by inferring metric temporal logic (MTL) formulae from
the si aji ies. We first approxi the system
hehavior by simulating finitely many trajectories with time-
robust tube segments sround them. These time-robust tube
segments account for both spatial and temporal uncertainties
that exist in the hybrid system with initial state variations.
The inferred MTL formulae classily different time-robust tube
segments and thus can be used Tor classilying the hybrid system
behaviors in a provably correct fashion. We our

for hybrid system occupancy detection. We mainly focus
on distinguishing between different occupancy siates and
observing the location of the modeled hybrid system at any
time. For the learning aspect, there has been a growing
interest in learning (inferring) dense-time temporal logic
formulae from system trajectories [4], (51, 161, 171, I8, 191,
[10]. We infer dense-time temporal logic formulae from the
temperature and humidity sensor data as dense-time temporal
logics can effectively capture the time-related features in
the transient period when people enter a room. In the
meantime, we also utilize the model information so that
the MTL formula that classifies the finite trajectories we

approach on a model of a smart building testbed to distinguish
two cases of room occupancy.

lated (or gathered) also classifies the infinite trajectories
that differ from the simulated trajectories by a small margin

e i e

Verification of Hybrid Automata Diagnosability with

s, which generate the fault
ility is determined by the

signatures that make good
n resources fo increase the
a system operales, only a
le for measurement. Such
es our research work in this
as interacting discrete and
can flow continuously, and
fe want to diagnose faults
e evenl sequences for the
discrete events, the system
be underutilized. Second,

, Member, IEEE

Provably Correct Design of Observations for Fault Detection with

approach that utilizes both the

nd the model-based methods
on and privacy preservation.
hed system behavior using
N trajectories of the systems.
robustness, we provide a
tem’s stafe trajectories can
ate variations [4]). Then we
projects the different be-
¢ and absence of the privacy
space where the images of
faulty behavior are separate
pes of the behavior with the
arivacy conditions are close
fault detection is essentially

gning advisory controllers
s is potentially uselul in
mathematical model of

dvisory signal temporal

ON
al advances in robotic
d interaction platforms
nents, the paradigm of
s 15 gradually shifting
onomy or human—robot
adversarial environment,
ts with all the necessary
tasks within specified
ployed. To improve the
ations, we can utilize
d in successful or failed
ation or knowledge for
eralions. For cxample,
o reach the goal region
obstacle with the initial
entire space. The robot
moving obstacle, but
the moving obstacle is

scord the trajectories in a

ele-time temporal logic spec-

logic (LTL) specilications,
the systemn as a Markov De-

zontrol design is transformed

rol strategy that maximizes
sequence of states in the
fication [8]. For dense-time

system can be abstracted
0] and the design process
after the timed automaton

pntroller synthesis approach
lications with stochastic en-
ontroller for the trajectory
the process with robusiness
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In summary

Cyber-physical systems continue to gain intelligence and autonomy

- CPS are open, interconnected, and change after deployment

- Formal specification and simulation-based approaches fill an important
scalability gap w.r.t formal verification

- Model-Based Design approaches are being supplanted by model-based
operation

= Scalability to enterprise-level system will be the value driver
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Thank you!

Thank you to the RV organizers, Leo, and Bernd

Dagstuhl on Specification and Verification of CPS

Jean-Francois Kempf, Khoo Yit Phang, Isaac Ito, and team

Terri Xiao, Dan Lluch, Jim Tung, Pieter Mosterman, and team
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