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About me

« ‘CPS’ Practitioner before it was called CPS
— Embedded controls for diesel engine applications
— Programmable logic controller for industrial automation :

= CPS Research at the intersection of Carnegie Mellon
— Model-based design and analysis PGI’]I]
— Formal methods
— Software and system architecture

« CPS Research Scientist at MathWorks 4\ MathWorks:
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Perspective shaped by my personal career trajectory

Academic Tool Industry
Researcher Developer Practitioner

N

Interests span this tradeoff
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Outline

= Introduction
— Model-Based Design context for Software and System Development

« Two new recently-released products/features related to my research
— Architecture Design and Analysis
— Formalizing Specifications

= Conclusion
— Link back to the Model-Based Design context
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NIST CPS Framework

Functional

Use Case, Design / Produce  Argumentation,
Requirements, ...  /Test / Operate Claims,
Human Evidence

Trustworthiness

Business

: Activities
Timing

Data

Artifacts

Aspects

Boundaries

swd  Assurance Lo

Composition

Model of a CPS CPS CPS Assurance

Lifecycle

https://www.nist.gov/publications/framework-cyber-physical-systems-volume-1-overview
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“The [Evidence] is sufficient to conclude that the [Claims] are true based on the
[Argumentation] with this [Estimate of Confidence].”

1 1 1

1

) Expert

https://www.nist.gov/publications/framework-cyber-physical-systems-volume-1-overview



https://www.nist.gov/publications/framework-cyber-physical-systems-volume-1-overview

“The [Evidence] is sufficient to conclude that the [Claims] are true based on the

[Argumentation] with this [Estimate of Confidence].”

tConceptualization t Realization

Certifications
Plans & Data

NEEDS Analyses Monitoring
Plans & Data Plans & Data

https://www.nist.gov/publications/framework-cyber-physical-systems-volume-1-overview
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Two new automated functionalities related to my own work
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Architecture Modeling and Analysis

4TH WORKSHOP ON MONITORING AND TESTING OF
CYBER-PHYSICAL SYSTEMS

Part of CPS-IoT Week 2019

April 15,2019 - Montreal, Canada

COMMITTEES

Program Chairs
= Tommaso Dreossi, University of California, Berkeley

= Akshay Rajhans, MathWorks

https://sites.google.com/berkeley.edu/mt-cps2019/

Formalizing Specifications
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Architecture Modeling and Analysis
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Architecture modeling of the STARMAC quadrotor

\quadrotor\Quadretor.acme
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Augmenting Software Architectures with Physical Components

http://www.cs.cmu.edu/~acme/AcmeStudio/

Ajinkya Bhave', David Garlan?, Bruce H. Krogh', Akshay Rajhans’, Bradley Schmer

1DepL of Electrical and Computer Engineering
ERTS? ‘10 2School of Computer Science
Carnegie Mellon University
Pittsburgh, PA 15213-3890 USA
email: {ajinkya@ | garlan@cs .| krogh@ece.| arajhans@ece.| schmerl@cs.Jcmu.edu

Work done in the context of HCDDES MURI: https://ptolemy.berkeley.edu/projects/chess/hcddes/ 13
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Simulink Architecture View
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Simulink Architecture €<-> Simulink Model: Manual Step
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System Composer

>> systemcomposer
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https://www.mathworks.com/products/system-composer.html 16
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Describe abstract component interfaces and allocate to ports
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Allocate requirements to architectures (using Simulink Requwements)
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Simulink to Architecture Automation
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Architecture to Simulink Automation
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Architecture Modeling and Analysis

4TH WORKSHOP ON MONITORING AND TESTING OF
CYBER-PHYSICAL SYSTEMS

Part of CPS-IoT Week 2019

April 15,2019 - Montreal, Canada

COMMITTEES

Program Chairs
= Tommaso Dreossi, University of California, Berkeley

= Akshay Rajhans, MathWorks

https://sites.google.com/berkeley.edu/mt-cps2019/

Formalizing Specifications
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Formalizing Specifications

4TH WORKSHOP ON MONITORING AND TESTING OF
CYBER-PHYSICAL SYSTEMS

Part of €PS-IoT Week 2019

April 15,2019 - Montreal, Canada

COMMITTEES

Program Chairs
= Tommaso Dreossi, University of California, Berkeley

= Akshay Rajhans, MathWorks
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Formalizing Specifications

J.-F. Kempf, Khoo Y. P., and A. Rajhans, “Specification and Assessment of Temporal Requirements using Simulink Test”, Fourth International

Workshop on Monitoring and Testing of Cyber-Physical Systems (MT-CPS 2019), part of CPS-1oT Week 2019. [Abstract (PDF)]
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Toyota Air-Fuel Ratio Control Example

We define the normalized A/F ratio jt as %ﬁ where A is the A/F ratio. As
regulating y to 1 1s the control objective, we compare the models on the basis of this
signal. We use control-theoretic properties of 1, such as the maximum overshoot,
minimum undershoot, and settling time as criteria for comparison. We define a settling
region of 1% of the reference value for 1 (which is 1.0) for the cases where the engine
speed is [1000, 1500] rpm. For higher speeds we use a settling region of #2%. We also
measure the RMS error between the signal i for the complex model, and the signal

(s for the simplified model.

Powertrain Control Benchmark Madel
Toyota Technial Center
2014

This is an air-fuel control model, and an implementation of the 1st model that appears in
"Benchmark for Model Transformations and Conformance Checking”,

1st International Workshop on Applied Verification for Continuous and Hybrid Systems 2014,
X, Jin, J. V. Deshmukh, J. Kapinski, K. Ueda, and K. Butts

https://cps-vo.org/node/12108 24
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*i AbstractFuelCentrol_M1_Aquino - Simulink classreem use
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/m Based on Simulink Demo, Copyright 1990-2010 The MathWarks, Inc.
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Powertrain Control Benchmark Madal TS0 0N GUZZONa and onaer, INToaUCion 1@ Mogden amal Ca lio tems \
Toyota Technial Center
2014

[TAl

Thrattie Angle

Monitor

This is an air-fuel control model, and an implementation of the 1st model that appears in M O N I O R
" for Model Trar and Ci we Checking”, fuel inj tolerance I

1st International Workshop an Applied Verification for Continuous and Hybrid Systems 2014, [0.9541.05)

X, Jin, J. V. Deshmukh, J.Kapinski, K. Ueda, and K. Butts

engine_speed _radps

double commanded_fuel_gps thiottle_flow_gps
Powertrain Control Benchmark Model

MAF sensor tolerance [0.95.05)
Toyota Technial Center
This is an air-fuel control model, and an implementation of the 1st model that appears in AJF sensor tolerance [0.99 01)
“Benchmark for Model Transformations and Conformance Checking”, K AF_Controller j
1st International Workshop on Applied Verification for Continuous and Hybrid Systems 2014,
X, Jin, J. V. Deshmukh, J Kapinski, K. Ueda, and K. Butts

CONTROLER

https://cps-vo.org/node/12108 = E
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How could we formalize and execute requirements directly?

Requirements

1. The difference between the room temperature and the set
temperature should never exceed 6 degrees.

2. If the temperature difference exceeds 4 degrees for more than
2 seconds, then the pump shall activate for at least 2 seconds

Arstr actF uetCont
AFD
J 4 Pedal Angle

Podal A-geed

lrty»-.;oq:

10610

3
L]
1
3
¥

controller_mode

;
;
§

System Under Test

A\ Test Manager

4\ MathWorks

=

TESTS

#}ﬁézt LU & M = A

U & import o @

Mew Open Save Delete Run Siop Debug  Parallel Report Visualize Highlight () Export Preferences Help
= oA o @ Paste - = 2 in Model A
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AFtests »  [fl StatPage =[5 TC1 x

TING O 0 LI e

temperatureTolerance

Assessment2

» At any point of time, if -sef

stays true for at least 2 seconds then, starting from end of min-time, with no delay

pumpCmd mus

Formalize and execute

Name [E Tci

Type Simulation Test
Model AbstractFuelControl

Harness Name AbstractFuelControl_Harn

Simulation Mods [Model Settings]

Location C:workisearchBasedverifi...
Enabled v » CUSTOM CRITERIA
Hierarchy Fuel Control Tests » AF te

- » COVERAGE SETTINGS

=+ Add Assessment »+ [ D

1 stay true for at least 2 seconds

elete

>= 4 becomes tru

J.-F. Kempf, Khoo Y. P., and A. Rajhans, “Specification and Assessment of Temporal Requirements using Simulink Test”, Fourth International

Workshop on Monitoring and Testing of Cyber-Physical Systems (MT-CPS 2019), part of CPS-IoT Week 2019. [Abstract (PDF)]
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Formal property specification for Simulink models

1.

2.

3.

Using Simulink blocks

Using a dedicated Test Manager

¥% Writing a Simple STL Specification

USing MATLAB Scripts % First we define a predicate stating that AF is above 1% of AFref

AF_not_ok = STL_Formulai'a&F_ok', 'abs(AF[t]- AFref[t]) < 8.81*14.7')

Breach
Toyota ARCH’14 Benchmark

Simulink Design Verifier
Jens Oehlerking (Bosch internal tool) Requirsment (Autodow)

If the driver presses the down button for less than 5 steps, then the controller gives the down command as long as
end has not been reached or the driver presses the up button.

nopean  [oooy

Simulink Test (Logical and Temporal Assessments)

28



>> sltestmgr

[\ statPage x [5] NewTestCase1 x

EN NAME ASSESSMENT

Logical Assessments

)

i

Bounds check
Check min/max bounds for signals and expressions

Custom
Check if a custom expression holds frue for all time steps

Temporal Assessments

Trigger-response
Check for a signal response once a frigger has been detecled

o= Add Assessment v Delete

—— 4\ MathWorks

REQUIREM .. ==

.

Oftye] X € (a, b) where (

Dito,tr] P

€{<,<}
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[\ startPage x |5 NewTestCase1 x

- ‘MathWorkS“
REQUIREM . ==

F N

None

v

EN NAME ASSESSMENT
v Assessm... w Atany point of time ...
>> s]testmgr trigger: <empty>
delay: With no delay ...
response: <empt‘/>
ﬁ whenever is true |_17
becomes true L'TT
4 i becomes true and stays true for at least '—T—‘L

I| . . becomes true and stays true for at most

_'_L_j becomes true and stays true for between

o= Add Assessment v Delete

with no delay

with a delay of at most

with a delay of between

https://www.mathworks.com/help/sltest/ug/temporal-assessments.html

v

|_]‘_ must be true

|_i_ must stay true for at least
| 1L j must stay true for at most
Li_j__i must stay true for between

must stay true until
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How could we formalize and execute requirements directly?

Requirements

1. The difference between the room temperature and the set
temperature should never exceed 6 degrees.

2. If the temperature difference exceeds 4 degrees for more than
2 seconds, then the pump shall activate for at least 2 seconds

Arstr st uetCont ]
AFret

Pedal Angle AFret

LI +——=

|, controlier_mode b
Engeve Speed

Podal_Angle

controller_mode

Peaal An
Podal_Arche

System Under Test

&\ MathWorks

A\ Test Manager

=

TESTS

S o e d D

Py

Mew Open Save Delete Run Stop
- - -

o @ Paste -

FILE | EDIT |

Test Browser Results and Artifacts

el ;ﬁ

Debug Parallel Report \Visualize Highlight (' Export
-

RUN

|Fi|te’lests by name or tags, e.g. tags: test
== Fuel Control Tests®
[ AF tests

ERi

Formalize and execute

Name E Tc1

Type Simulation Test
Model AbstractFuelControl

AbstractFuelControl_Harn
Simulation Mods [Model Settings]

Location C:workisearchBasedverifi...
Enabled v

Fuel Control Tests » AF te

Harness Name

Hierarchy

UUUU = @ = &, import o @

Preferences Help
in Model A

| RESULTS ‘EN\IIRDNMEMT |RESOURCES |

[T AFtests = [ffl StatPage =[5/ TC1 x

PN I ST T OE T T Y LI W
» ITERATIONS*
* LOGICAL AND TEMPORAL ASSESSMENTS*

must be less than

Assessment1 » At any point of time, ( -set’

temperatureTolerance

Assessment2 » At any point of time, if -sef >= 4 becomes true and

stays true for at least 2 seconds then, starting from end of min-time, with no delay
pumpCmd must stay true for at least 2 seconds

/ ssessment ~ [ Delete
Add A it M Delet

» CUSTOM CRITERIA

» COVERAGE SETTINGS

le—min-tme—s

Symbols

» = roomTemperature

» = setTemperature

» #] temperatureTolerance
» "= pumpCmd

= Add Symbol
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How could we formalize and execute requirements directly?

Requirements

1. The difference between the room temperature and the set
temperature should never exceed 6 degrees.

2. If the temperature difference exceeds 4 degrees for more than
2 seconds, then the pump shall activate for at least 2 seconds

Abstr actF uetCont
AF et

System Under Test

When <condition 1> is true,

Then <condition 2> must be true for some time Simple concept

?
@ TC1 NAME ASSESSMENT = VISUAL REFRESENTATION @
Assessment1 » At any point of time, ( - sef must be less than ; 1
temperatureTolerance ke 1 T
TRIGGER H
Assessment2 » At any point of time, if -sef >= 4 becomes true and e ‘e—min-time- =S
stays true for at least 2 seconds then, starting from end of min-time, with no delay, At trigger-min-time
pumpCmd must stay true for at least 2 seconds H
RESPONSE é
Formalize and execute -
Symbols
Assessment2 » At any point of time, if abs(roomTemperature -setTemperature) >= 4 becomes true and

stays true for at least 2 seconds then, starting from end of min-time, with no delay,
pumpCmd must stay true for at least 2 seconds

Name Bl 1€ =
Type Simulation Test
e diaaiuaice ntrol
. ntrol_Harn
NOt J u St fo r m al an d 1 + Add Assessment - |]-|]' Delete + Add Symbol Delete
asedverifi...
readable e » CUSTOM CRITERIA
®sis 5 AF e

- » COVERAGE SETTINGS

32



&\ MathWorks

How could we formalize and execute requirements directly?

A\ Test Manager IE"E

E:::jﬁnlgcm@

o = o e @ @

Copy
Mew  Open  Save - Delets Stop Debug  Parallel Report Visualize Highlight ¢+ Export Preferences Help
w7 7 w7 Paste w7 w7 in Model 7
FILE EDNT RUN | RESULTS |ENVIRONMENT |RESOUF{CES |
Test Browser [ AFtests »  [fy StatPage x [ TC1 x
P OO AT DTN OE T TTIVO0 O LaiuL o
|Fi|t9’ tests by name or tags, e gof8gs: test
» ITERATIONS®
« = Fuel Control Tests*
A EMPE Al ACCEGOME o+
« [ AF tests | AND TEMPORAL ASSESSMENTS
g e ... but also executable.
. ESSME &+ | VISUAL REPRESE
Run button triggers E
simulation (S) » At any point of time, abs{roomTemperature - setTemperature) must be less than
temperatureTolerance i VNN H
TRIGGER 3
false Tooeraasy

Assessment2 » At any point of time, if abs(roomTemperature -setTemperature) >= 4 becomes true and e MN-fiME ]
stays true for at least 2 seconds then, starting from end of min-time, with no delay, At trigger-min-time
pumpCmd must stay true for at least 2 seconds T 3

RESPONSE H
false Sovenee

e—min-tme—s

Symbols
» "= roomTemperature
» = setTemperature

» #] temperatureTolerance

» "= pumpCmd
TC1

Type Simulation Test
Maodel AbstractFuelControl
Harness Name AbstractFuelControl_Harn...
Simulation Mods [Model Seffings] o Add Assessment ~ ] Delete o Add Symbol Delete
Location Cwork\searchBasedVerifi....
Enabled v » CUSTOM CRITERIA
Hierarchy Fuel Control Tests » AF te...

- » COVERAGE SETTINGS
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Formal Specification

@ Assessment]
pssessuenT Expected and actual z 1“:5“| Sym bols
» At any point of time, sig must be greater than Ib and less than ub resu |ts com panso n ' ° -/_

» ] b
» #] ub
Failure

Overall result [+ explan ation

Expected Behavior Actual Result Explanation
'han I * #  simout Assessment 'Assessment1’ failed.

0 1.004 « Expected sig’ to be greater than "I’ and less than "ub’.

o At 1.6 s, expected value to be greater than -0.5 and less than 0.5, actual value is
0.999573603041504.

¢ At 47 s, expected value to be greater than -0.5 and

e B OUN e ceeeeeeeemneomeeesreemassaassneamannns

ess than 0.5, actual value is

|

0001 -0.999923257564099.
_______________________________________________________________________ e At 7.9 s, expected value to be greater than -0.5 and less than 0.5, actual value is
— L e 0.998941341839768.
—FD 0 1.00 o At 10 s, expected value to be greater than -0.5 and less than 0.5, actual value is
-0.544021110889368.
0.00 2.00 4.00 6.00 4.00 6.00 8.00 10.0
Hierarchical
L=} assessment tree
« Assessment1: At any point of Fail /
SyStem Under TeSt time, sig must be greater than Ib f T | | | | | T | | | | | T| | | | J
and less than ub Pass b b 2
Untested
] 0.5 1.0 15 2.0 25 3.0 35 40 45 5.0 55 6.0 6.5 7.0 75 2.0 25 8.0 a5 10.0
 sig must be greater than b and True
less than ub
Falze
Untested
] 0.5 1.0 15 2.0 25 3.0 35 40 45 5.0 5.5 6.0 6.5 7.0 7.5 2.0 2.5 2.0 9.5 10.0
sig 0.8
] 0.5 1.0 15 2.0 25 3.0 35 40 45 5.0 5.5 6.0 6.5 7.0 7.5 2.0 2.5 2.0 9.5 10.0
Ib 0
=]
] 0.5 1.0 15 2.0 25 3.0 35 40 45 5.0 5.5 6.0 6.5 7.0 7.5 2.0 2.5 2.0 9.5 10.0
ub 1
0
] 0.5 1.0 15 20 25 2.0 35 40 45 5.0 55 6.0 6.5 7.0 75 2.0 2.5 2.0 a5 10.0

J.-F. Kempf, Khoo Y. P., and A. Rajhans, “Specification and Assessment of Temporal Requirements using Simulink Test”, Fourth International
Workshop on Monitoring and Testing of Cyber-Physical Systems (MT-CPS 2019), part of CPS-1oT Week 2019. [Abstract (PDF)] 34
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Conclusion
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“The [Evidence] is sufficient to conclude that the [Claims] are true based on the
[Argumentation] with this [Estimate of Confidence].”

tConceptualization t Realization

mm::l Certifications
Plans & Data Plans & Data

https://www.nist.gov/publications/framework-cyber-physical-systems-volume-1-overview

System
Composer

Simulations Simulink Test
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